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1. Introduction

The idea of implicit data security was introduced in [18], where the authors proposed that personal data being stored on
the Web be divided into implicitly secure pieces (or partitions) and be distributed over numerous servers for storage. Data
pieces are said to be implicitly secure if no explicit encryption key is used and the pieces in themselves do not reveal any
information until at least a certain number of them are brought together. In [18] the authors also presented a new data par-
titioning scheme to achieve this. The idea of implicit security has been further investigated by other researchers and applied
to key distribution in sensor networks [4].

The data partitioning scheme presented in [18] resulted in an n-fold increase in storage requirement. In resource con-
strained environments such as that of sensor networks this n-fold increase also necessitates n-fold increase in bandwidth
and transmission costs. Further, the bandwidth requirements also apply to the Web where if a user is to securely store a large
amount of data on different servers, he would require an n-fold communication bandwidth.

In this paper we relax the security conditions on implicit security to include computational security, i.e. the data parti-
tions that are created, to be stored on the servers, may only be computationally secure, which will provide adequate security
in most practical situations. Computationally secure space efficient secret sharing schemes may be used to create the data
partitions, thus reducing the storage requirements and saving bandwidth in data transmission. In order to achieve this we
propose a new space efficient secret sharing scheme.

Information theoretically secure secret sharing schemes are space inefficient because a k-out-of-n secret sharing tech-
nique generates n shares each of size at least that of the secret itself, leading to a n-fold increase in required storage. In order
to improve space efficiency, computational secret sharing techniques have been developed [21,20,23,1] in which a symmet-
ric key is used to encrypt the original secret and the encrypted secret is divided into k pieces to which redundancy is added
by the use of block error correction techniques [19,6,13], resulting in n shares. The encryption key is split into shares using
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information theoretically secure methods of secret sharing. This leads to an n-fold increase in key size, shares of which have
to be stored with every piece of the encrypted secret, hence incurring a burdensome overhead. Further, the block error-cor-
rection technique used for introducing redundancy requires the storage of an n x k matrix. One of the seminal constructions
of computational secret sharing is given in [13] where IDA [19] has been used for introducing redundancy. In order to recover
the secret in presence of invalid shares numerous techniques add robustness using hashing-functions [12] and other
methods [10], while more general implementations have appeared in [23,1,2,16,15].

Most multisecret sharing schemes require the disclosure of large amounts of public information [25,9,3,5]. For example, a
method based on discrete logarithm problem for sharing multiple secrets under the assumption that shareholders do not
collude is presented in [9]. Besides the burdensome public information that is to be disclosed, the security of the scheme
presented in [9] is much lower than that suggested if the shareholders were to collude. Chien et al. [3] propose a multisecret
scheme based on systematic block codes, while Yang et al. [25] improve on the amount of public information required by
Chien et al. in [3]. Further, Yang’s scheme is based on Shamir’s secret sharing scheme such that fewer than the threshold
number of pieces do not leak any information. Other schemes, as in [5], focus on improving efficiency of computations
involved in share creation and secret reconstruction rather than space efficiency.

1.1. Recursive hiding of secrets

We present an example from earlier work [7,17] that proposed a 2-out-of-2 (and 2-out-of-n) secret sharing scheme for
binary secrets, based on recursion. Although the implementation in [7] is quite different from the one proposed in this paper,
it is useful in understanding the notion of recursion in secret sharing. Suppose we wish to share a random secret of size
7 bits, S=1011011, into 2 shares such that both of them are needed to reconstruct the secret. A simple implementation
would use exclusive-OR transformation to divide the secret into shares. Hence, using conventional scheme, we would create
two shares, say Ds; = 1001101 and Ds, = 0010110 of size 7 bits each. However, using recursion we can create shares smaller
than 7 bits each as is shown in Table 1. To execute a recursive algorithm, we first divide the 7 bit secret S into 3 pieces, sy, S3,
and ss of size 1, 2 and 4 bits respectively. A concatenation of the pieces 515,53 is equal to S. Table 1 illustrates the recursive
process. The first row in the table shows the creation of two shares of s; using exclusive-OR. In the second row, two shares of
s, are created but these shares partially use the shares of s; (the bits in bold are bits from the shares of s;). Similarly, the third
row of the table shows the creation of two shares of s3 using the shares of s,, where again the bold bits depict the shares that
are carried over from the previous step. Only the final shares 0010 and 1001 are shared between parties and exclusive-OR
has been used at each intermediate step.

The final shares 0010 and 1001 contain the complete secret S. To recover the secret, the parties reconstruct the smaller
pieces by properly aligning the shares by traversing up the table and using exclusive-OR; the concatenation of these pieces is
the secret. For example, to recreate s3 the two final shares are exclusive-ORed, while to recreate s, the first two bits from D;,,
and the last two bits from D;,, are extracted and exclusive-ORed. Similarly, to recreate s; the first and the last bits of shares of
s, are extracted and exclusive-ORed.

In the above example we have achieved a significant improvement in share sizes from 7 bits each in a conventional
scheme to 4 bits each in a recursive scheme. However, the resulting shares have a lower security compared to conventional
exclusive-OR based implementations because each party now only needs to determine 4 bits of the other share to recreate
the complete secret on its own.

Nevertheless, for a file, say of size 2'! — 1 bits (about 2 Kb), that must be divided into shares, each share would be of size
21%(1 Kb) which may provide adequate security for many applications because each party would need to try on the order of
22" possibilities for the other share.

Although the example is a good representative to explain recursion in secret sharing, it nonetheless has the following lim-
itations. Firstly, it does not provide a threshold scheme. Secondly, secrets that are encoded using the above method may only
be of size 2" — 1 for some positive integer t; this is due to the binary tree structure of the scheme (Table 1). Thirdly, it does not
provide a mechanism to control the security of the resulting shares, i.e. if 2° — 1 bits are encoded, the resulting shares are
always of size 2!, Note that the security of the scheme depends on share sizes.

This paper overcomes the limitations of [7] and proposes a secret sharing scheme that encodes a secret S into shares of
size % where || is the size of the secret, without the use of any encryption key. This is close to the optimal bound of % if the

Table 1
Illustration of recursive secret sharing. A large secret S=1011011 is divided into three consecutive pieces and then the
shares are recursively encoded. Only the final shares 0010 and 1001 need be shared between parties.

Secret pieces Shares

si: 1 0 Ds,,
1 Ds,,

s,: 01 0 0 Ds,,
0 1 DSzz

s3: 1011 0 0 1 0 Ds,,
1 0 0 1 Dq,,

Please cite this article in press as: A. Parakh, S. Kak, Space efficient secret sharing for implicit data security, Inform. Sci. (2010), doi:10.1016/
j.ins.2010.09.013



http://dx.doi.org/10.1016/j.ins.2010.09.013
http://dx.doi.org/10.1016/j.ins.2010.09.013

A. Parakh, S. Kak/Information Sciences xxx (2010) XxX—Xxx 3

secret is to be recovered from k shares (please see [13]). It is well known that in order to maintain ideal security (information
theoretic security) each share must be at least the size of the secret itself. Since we produce shares of size smaller than that of
the secret, each share leaks some information about the secret. However, in certain cases, such as in the case of large secrets,
direct application of our scheme may provide suitable level of security (which will become clear below). Our proposal is
based on recursion, in which a secret is first divided into k — 1 pieces and then the pieces are encoded one by one in such
a manner that the shares of the already encoded pieces are reused to create new shares for the next piece.

In order to further improve the security, specially in the case of small secrets, we present an extension to our scheme,
similar to that proposed by Krawczyk [12], where one may use an encryption key to first encrypt the secret and then divide
the encrypted secret into pieces of size % using the new recursive algorithm.

Further, we provide a mechanism to control the size of the resulting shares ranging from % to |S| thus controlling the
final security level achieved by the shares (where shares of size |S| provide maximum security).

The proposed recursive secret sharing scheme has applications in distributed online storage of information discussed in
[18,19,6]. Systems implementing such distributed data storage have appeared at CMU and IBM [20,8,11,14,24].

The advantages of our new data partitioning scheme may be summarized as follows:

. The share sizes are on the order of %

. No side information needs to be stored with the shares.

. No public information needs to be disclosed (other than the field used).

. The scheme may be used as a computational secret sharing scheme, information dispersal scheme or as a multisecret

sharing scheme.

AW N =

In Section 2 we present the proposed secret sharing scheme and discuss its security together with an illustrative example.
Section 3 talks about how to control the security of proposed scheme by varying the share sizes and the number of random
elements chosen. Section 4 is the conclusion.

2. Space efficient secret sharing

The proposed scheme recursively builds upon polynomial interpolation and sampling similar to that presented in [22].
However, Shamir’s scheme generates shares of size |S| for a secret S. In contrast, we generate shares of size %

We first briefly review the scheme presented by Shamir [22] (Algorithm 1).

Algorithm 1. Shamir’s secret sharing scheme

1. Choose a prime p, p > max(S,n), where S € 7, is the secret.
2. Choose k — 1 random numbers a4,dy, . . .,dx_1, uniformly and independently, from the field Z,,.
3. Using a; 1 <i< (k— 1) and secret S, generate polynomial f{x) of degree k — 1,

f(X) =S+ ax+ax* + -+ + q_1x* " (mod p).
4. Sample f(x) at n points D; = f{i), 1 <i < n such that the shares are given by (i,D;).

Reconstruction of the secret is performed by interpolating any k points (shares) and evaluating S = f{0).

In our implementation, we first divide secret S into k — 1 pieces. The division of a secret file F was discussed by Rabin in
[19] with the aim of information dispersal. For example, to share a secret of size |S| = 30 bits, he divides it into say 3 pieces of
10 bits each. In general, we divide the secret into pieces of size (%1 Let the pieces be denoted by s;, 1 <i < (k — 1), such that
their concatenation s{S---S;_1 =S.

For the proposed scheme assume a finite field 7Z,, where p is a prime and p > max(Smaxn), Where Smq = max(s;),
1<i<(k—1),andsy,s,,...,Sc1 are the pieces of S. The shares will be denoted as D1, Ds;2, - - ., Ds;m at the intermediate stages,
where 1 <m<i+1 and D;,D,,...,D, at the final stage. (Note that as in Shamir’s scheme, D, are the y-coordinates only
while the respective x-coordinates m are tacitly known to all parties.)

It is to be noted that since for all practical cases n < % the stated share size ﬁk‘ is the optimal size of a share for a k-out-of-n
secret sharing scheme. But strictly speaking if n > % then the shares would be of size |n|. In this paper we will ignore the
latter case and assume n < % (this is also true for Shamir’s secret sharing scheme).

Formally, a space optimal (k,n) secret sharing scheme is a secret sharing scheme that, for a secret S produces shares of size
%. And a space efficient secret sharing scheme is a secret sharing scheme that approaches the optimal factor of % in terms of
share size. In general, we say that a secret scheme provides security on the order of share sizes it produces.

The proposed scheme works as follows: We randomly and uniformly choose a number a; € Z, and generate 1st degree
polynomial f;(x) = a;x + s;. Then we sample f;(x) at two points Dy ; = fi(1) and D;,> = f1(2), to generate two shares for s;. This
first step can be viewed as a direct execution of Shamir’s (2,2) secret sharing scheme. Next we use these two shares of s; to
generate polynomial f,(x) = D5 2x? + Ds,1X + S, where the coefficients are the previous two shares and the free term is the
new piece. Sampling f,(x) at three points Ds,q = f5(1), Ds,2 = f>(2), and Ds,3 = f5(3), generates three shares of s,. We can
now delete D,,; and D;,, because the new shares D;,1, Ds,», and Ds,3 encode the shares of s; within themselves. We then
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use the shares of s, to create a 3" degree polynomial f5(x) with s5 as its free term, and generate shares for s; by sampling the
newly created polynomial at 4 points. These four points, Ds,1, Ds,2, Ds,3, and Ds,4 have the shares of sy, s, as well as s3 and

therefore Ds,;, Dy, and Ds,3 can now

be deleted. The process is repeated for pieces s4,Ss,...Sc_» by creating

fa(%),f5(x), . . ..fk_2(x) and repetitive sampling and reusing of shares and deleting the older shares. At the last step, we generate

a polynomial fi_1(x) = Ds, ,@-1X*"" + Ds, -

X2 4+ ..+ Ds,_,1x + 8,1 and sample it at n points Dq = fi_1(1),D3 = fi_1(2),. ..,

D,, = fi_1(n), such that the final shares are given by (i,D;), 1 <i < n. These final n shares have recursively hidden k — 1 secrets
within themselves. Fig. 1 illustrates the process.

Algorithm 2. Dealing phase

1. Choose a prime p, p > max(Smax 1), Where spq = max(s;), 1 <i< (k- 1), and s4,S5,...,5¢_1 are the pieces of secret S.
2. Randomly and uniformly choose a number a; € Z, and generate polynomial f;(x) = a1x + s1.

3. Sample fi(x) at two points Ds,; = fi(1

4, Dofor2<i<(k—1)
(a) Generate polynomial,

" (x) — i . =14
- i-1 i-1(—
fl(x) D, ,ix' + D; -nXT T+ +

(b) Sample fi(x) to create new shares,

) and Dy, = f1(2), which represent two shares of s;.

Ds_1x +s;.

i. Ifi<k—1, sample ati+1 points:

D1 = £i(1)
D5i2 :fl(z)

D1y = fii+1).
ii. Ifi=k— 1, sample at n points:

Dy =fi(1)
D, =fi(2)
Dn :fi(n)~

(c) Delete old shares: D, ,1,Ds, 2, -,

5. The final n shares are given by (i,D;),

Algorithm 2 (Reconstruction phase).

Dy, ,i.
1<ign.

1. Interpolate any k shares (i,D;) to generate the polynomial of degree k — 1,

fie1(®) = DX + Dy, ,e-2)X

and evaluate s,_q = fi_1(0).
2. Doforalli=k —2 down to 1

k-2

+ o Dy X+ S

(a) Interpolate i + 1 shares given by (m + 1, Dy,m+1)), 0 < m < i obtained from coefficients of f;.;(x) to generate poly-

nomial of degree i,
ﬁ(x) = Dsl-ilixi + Dsiil(ifl)xiil + .+
(b) Evaluate s; = f{(0).

Ds, 11X+ S5

ay, 54
—— Interpolate

W\ Ifi=1 D,yseens Dy
——  Sample >
i=i+1
Interpolate |«
fq ()
Siﬂ

Fig. 1. Illustration of recursive secret sharing.
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As seen above the reconstruction of pieces is straightforward and it proceeds in a last-in, first-out manner. Any k of the
parties can interpolate the polynomial of degree k — 1 such that the free term represents s,_; = fy_1(0). Then using the k — 1
coefficients of this polynomial as points (leaving out the free term which is s,_1), interpolate the polynomial of degree k — 2
to obtain s,_». This process is repeated until we obtain s;.

Algorithm 2 clearly generates shares of size [s;|, where |s;| = =5, forall i=1 to k — 1.

For a secret message or file of size 3 KB, with k=4 and n=7, we would create k — 1 = 3 pieces of size approximately 1 KB
(=8 x 103 bits) each and choose a prime p > 8 x 10> bits. Therefore, when k — 1 parties collude, the resulting security is on the
order of 1 or 1. Consequently, after collusion of k — 1 parties there remains 210 equally probable possibilities for the kth share.

Algonthmlc complexity: Algorithm 2 uses repeated polynomial interpolation and sampling which has a complexity of

O(b x log?b), where b is the number of points being used. The proposed algorithm interpolates polynomials with increasing
number of points at every step so that the complexity of the last step is O(n x log?n). Hence, the algorithmic complexity is
given by S°¥"!b x log® b + n x log” n.

Example. Assume that we have a secret S= 17280512 that is broken into 4 pieces s; = 17, s, = 28, s3 =05, and s4 = 12. Here
the pieces are created with a decimal base, i.e. number of decimal digits in the pieces (2 digits each). S is to be shared
between 7 parties such that any 5 of them can reconstruct all the 4 secrets. We can now use a prime p = 31. (If one were to
use a conventional method for secret sharing, one would have to choose a large prime p > 17280512, which clearly will yield
pieces of that order; however here p = 31 suffices, yielding smaller pieces.)

2.1. Dealing phase

1. Randomly and uniformly choose a number a, € Z,. Let a; = 22. Generate polynomial, f1(x) = a;x +s; =22x+ 17 (mod
31).

2. Sample f(x) at two points to generate two shares of piece s;, i.e. Ds;1 = f1(1) = 8 and Ds» = f1(2) = 30.

3. Generate polynomial f5(x) = Ds,2x* + Ds,1X + S = 30x% + 8x + 28.

4. Sample f,(x) at 3 points to generate three shares of s,, i.e. Ds,1 = f2(1) =4, Ds,» = f>(2) =9, and Ds,3 = f>(3) = 12.

5. Delete Dy,; and D;,,.

6. Generate polynomial f3(X) = Ds,3x> + Ds,2X% + Ds,1X + 53 = 12x3 + 9x2 4+ 4x + 5.

7. Sample f3(x) at 4 points to generate four shares of s3, i.e. Ds,;1 = f3(1) = 30, Dy,5 = f3(2) = 21, Ds;3 = f3(3) = 19, and
Ds,4 = f3(4) =

8. Delete Dy,1, Ds,2, and Dy, 3.

9. Generate polynomial
fa(x) = Dg,ax* + Dy,;3%% + Dg,a%? + Dsj1X + 54 = 3x* 4+ 19%% + 21x% +30x 4 12.

10. Sample fy(x) at 7 points, which represents the final 7 shares. Hence, D = f4(1) = 23, D, = f4(2) = 15, D3 =f4(3) = 24,
Dy =f4(4)=3, Ds=f4(5) =8, De=fa(6) =12, and Dy = f4(7) =
11. Delete Dy,1, Ds,2, Ds,3, and Dg,4.

The final seven shares are given by (1,D:)=(1,23); (2,D,)=(2,15); (3,D3)=(3,24); (4,D4)=(4,3); (5,Ds5)=(5,8);
(6,Dg) = (6,12); and (7,D7) =(7,29).

2.2. Reconstruction phase

All the four pieces can be reconstructed using any 5 out of 7 final shares.

Using 5 shares, say (1,23), (3,24), (4,3), (5,8), and (7,29), we can interpolate the 4th degree polynomial
fa(x)=3x*+19x3 + 21x? + 30x + 12 (mod 31), thus retrieving piece s, (the free term of the polynomial) by evaluating s4 = f4(0).

Then extracting the coefficients of f4(x) and using them as y-coordinates of points x =1, 2, 3, and 4, i.e. (1,30), (2,21),
(3,19), and (4,3) we can regenerate the 3rd degree polynomial f3(x) = 12x> + 9x% + 4x + 5 by interpolation and retrieve the
s3 as the free term, s; = f3(0).

The coefficients of f5(x) are then used as points (1,4), (2,9), (3,13) to interpolate f>(x) = 30x> + 8x + 28 and reconstruct s, = fo(0).

The coefficients of f,(x) are used as (1,8) and (2,30) to interpolate f;(x) = 22x + 17 and reconstruct s; = f;(0).

The algorithm simulates a Last In First Out (LIFO) queue.

Discussion 1: Although the example is helpful in understanding the algorithm, it also brings out one of its weaknesses, i.e.
for small secrets, the security provided by the algorithm may not be sufficient from a secret sharing point of view. However,
Algorithm 2 provides adequate security for sharing of large secrets and is a good information dispersal scheme in other cases.

In order to apply the algorithm for sharing of small secrets, one may do the following:

1. Choose a secret encryption key K and encrypt the secret S using the encryption key. Let us denote the encrypted secret as
E(S).
2. Use Algorithm 2 to create n partitions of the encrypted secret E(S). Denote these partitions as D1,Ds,...,Dp.

Please cite this article in press as: A. Parakh, S. Kak, Space efficient secret sharing for implicit data security, Inform. Sci. (2010), doi:10.1016/
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3. Use Shamir’s secret sharing scheme to create n shares Ki,K>,. . .,K, of the encryption key K.
4. Distribute shares S; = (D;,K;) to i parties.

The above construction is similar that of Krawczyk’s [13] construction of computational secret sharing scheme, with a
difference that Krawczyk uses IDA to create the partitions of the encrypted secret, which requires the storage of an additional
n x k matrix. Even if this matrix is published on a public notice board, it is an enormous overhead. This is because each of the
element of the n x k matrix is on the order of £l in size.

In contrast, we do not require any such matrix to be stored.

Discussion 2: It is clear that the scheme can be used for multi-secret sharing where instead of the pieces of the secret, s;
are different secrets themselves. Thus, k — 1 different secrets can be encoded within the n shares such that any k of them can
recreate all the k — 1 secrets.

Security of the protocol: Assume that a secret S is broken into k — 1 pieces such that |s;| = |s| =--- = |sx_| and each s; € Z,
from some prime p, or assume s; are k — 1 secrets (as in the case of multisecret sharing). Further, let each s; be a random
number from the field, then we can say the following: If k — 1 parties collude then there remain p equally likely possibilities
for the kth share.

To prove the above statement, we use an inductive procedure:

Step 1: Since s; is a random element from the field Z,. Apply Shamir’s (2,2) secret sharing scheme for s;:

Choose randomly and uniformly a number a; € Z, and interpolate a first degree polynomial f;(x) = a;x + s;. Sample, f(x) at
two points Ds,1 = f1(1) and Ds,> = f1(2).

Since, Shamir’s scheme is information theoretically secure, given Dy,1, Ds,» remains equally likely to be any element from
Zp, and vice versa. Consequently, we can treat Dy ; and Ds, as random numbers from the field and can then be used to
interpolate f>(x).

Step 2: Assume that we have generated k — 1 shares, D, ,1,Ds, ,2,...,Ds_,x—1 and encoded k — 2 secrets and that D;, ,; can be
treated as random elements from the field z,,.

Using Ds, ,; as random numbers, interpolate a polynomial of (k — 1)th degree: fi_1(x) = Dy ,k-1X*"! + Dy, k- 1X<2+
-««+ Ds, ,1X + Si_1. Sample fi_; at n points, D1,D5,...,D,, which are the final shares.

Since s,_, was equally likely to be any element from the field, by the properties of interpolation, the knowledge of any k — 1
shares D;s leave p equally likely possibilities for the kth share.

3. Controlling the security

It is clear from the construction provided in the previous section that we are trading security for share size. Information
theoretic security is achieved when the secret is not divided into pieces and Shamir’s scheme is directly applied, creating
shares of size as large as the complete secret itself. Consequently, least security is achieved when the shares are { th the size
of the secret, which however may be an adequate level of security for large secrets and certain applications. The proposed
algorithm achieves a factor of ;1; for the size of the share.

Instead of dividing the secret into k — 1 pieces we may divide the secret into k — 2 pieces, or k — 3 pieces, ..., or no pieces
at all depending on desired level of security. Hence, if in general, we denote by m the number of pieces into which the secret
is divided then replacing all occurrences of k — 1 with m, the algorithm proceeds as follows:

1. Choose a prime p, p > max(Smax, 1), Where Spq = max(s;), 1 <i<m, and sy,5,,...,S, are the pieces of secret S.
2. Randomly and uniformly choose k—m numbers a;€Z, and generate polynomial fi(x)= QXS ™+ A
XMl e X +sy.
3. Sample fi(x) at k — m+ 1 points Dgy = f1(1),..., D5 k—m+1) = f1(k — m + 1), which represent k — m + 1 shares of s;.
4. Ifm> (k—m+1)
@) j=k-m+1.
(b) Dofor2<i<m
i. Generate polynomial,

fl(x) = Dsi 1ij +D3i 1(1—1)in1 to +D5H]x+5i'

ii. Sample fi(x) to create new shares,
A. If i <m, sample at j + 1 points:

D1 = fi(1)
Dy = fi(2)

DS,-(_H»]) :fl(] + 1)
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B. If i =m, sample at n points:

D1 =fi(1)
D =fi(2)
Dn :fi(n)'

iii. Delete old shares: D, 1,Ds, ,2,...,D;s,_,;j.
iv. j=j+1

5. The final n shares are explicitly given by (i,D;), 1 <i<n.

The reconstruction phase works in a manner similar to that presented in Algorithm 2 and the details are omitted here.

The resulting security, when k — 1 parties collude, in the general case, can be written as % (which is the probability of cor-
rectly guessing the kth share with only the knowledge of k — 1 shares) where the size of p is on the order of | 2 |. Here, m may
therefore be called a security factor.

4. Conclusions

We have presented a recursive scheme that generates shares of size % for a secret S. The scheme is general and it places

no restriction on the secret size. The results are close to the optimal factor of % and represent significant improvement over
conventional secret sharing schemes that generate shares of size |S|.

A general case when the shares are of size %, m being the security factor varying from 1 to k — 1, is presented. The security
upon collusion of k — 1 parties is % where size of p depends on m.
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