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Abstract

This paperdescribesthe designprinciplesand implementationof DynamicServiceNe-

gotiationProtocol(DSNP).DSNPis a protocol to negotiatethe ServiceLevel Speci�cation

(SLS)at theIP layer. It canbeusedfor servicenegotiationfrom hostto network, network to

host,andnetwork to network. Dynamicnegotiationnot only provides�e xibility to theusers,

but alsoletsserviceprovidersbetterutilize theirnetwork resources.DSNPcanbeusedin both

wireline andwirelessnetworks. It is, however, particularlyuseful in a mobile environment

on accountof its light-weight. Theusefulnessof DSNPis demonstratedon a DiffServ-based

wirelesstestbed.
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1 Intr oduction

Todaymany differentwirelesssystemsexist, rangingfromwirelessPersonalAreaNetworks(PANs),

wirelessLocalAreaNetworks(LANs) to outdoorcellularsystems.Eventhoughthesesystemsare

evolving now, they arebeingdevelopedindependentlyandareincompatiblewith oneanother. In

spiteof ITU IMT-2000'seffortsto unify thethird generation(3G)wirelesssystems,it is widely be-

lievedthattheincompatibilitywill continueto exist in future.No wirelesstechnologyhasemerged

asacommonandlong-termuniversalsolution.As a result,amobileuserwith ubiquitousconnec-

tivity is expectedto have multiple radio interfaces,so that the usercanchoosethe interfacethat

providesthe bestinstantaneousconnectivity. While this will ensureubiquitousconnectivity, the

mobileuserwill experiencevariedlevelsof servicedependingon thewirelesssystem.

It is alsoexpectedthatauserwill maintainconnectivity throughdeviceswith diverseabilities.

For example,a PersonalComputer(PC)maybeusedat homeor insideanof�ce. While driving,

a smallhandsetwill bemoresuitable.A PersonalDigital Assistant(PDA) or laptopcanbeused

whentraveling. Thesedevicesdiffer not only in their processingandcommunicationcapabilities,

but alsoin theapplicationsthey canrun. Thus,ubiquitousconnectivity resultsin heterogeneous

link layer technologiesanddiverseuserterminals. In sucha dynamicenvironment,it is hardly

possiblefor a serviceprovider to envision theservicerequirementsof theusersandprovision the

network accordingly. Usersarealsohardlyto projectwhatlevel of servicethey reallyneed.

As theuserwill be chargedfor the servicesoffered,a userwould not want to pay for a high

gradeof serviceandnotenjoy themdueto limitationsin thelink layeror thedevice. Also, theuser

doesnotwantto beservicedata lowergrade,if ahighergradeof serviceis feasible.Suchrequire-

mentscanbesatis�edonly if theuseris allowedto negotiatetheservicerequirementsdynamically.

For example,apremiumusercarryingadevicewith limited capabilitiescandynamicallylowerthe

servicequality thatmatcheswith theuser'sdevice. Theusercanagainupgradetheservicequality,

oncetheuserobtainsa devicewith superiorcapabilities.Similarly, a serviceprovidermayadver-

tise a lower price for the services,if the network resourcesareunderutilized.During periodsof
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overload,theserviceprovidercannegotiatewith usersto lower their servicegrade.

Dynamicservicenegotiationoffers�e xibility in providing qualityof service(QoS)to amobile

user. Realizingthis, next generationwirelessinitiativessuchas3GPPand3GPP2have mandated

dynamicservicenegotiationcapability. For instanceit saysin 3GPPTS 23.107that “QoS be-

haviour shouldbe dynamic, i.e., it shall be possibleto modifyQoSattributesduring an active

session.” [1]. Similarly, 3GPP2X.S0013-002speci�es that “Dynamic QoSNegotiation and Re-

sourceAllocation: Changes(upgradingor downgrading)of QoSprovidedto anactiveIMSsession

shallbesupportedbasedoneithertherequestfromtheIM applicationor thecurrentnetworkloads

or radio link quality.” [2]. Thisdynamicservicenegotiationshouldbesupportedin thetime scale

of usermobility anda mobileusershouldbeableto negotiatewith thehomeandvisiting service

providersdynamically. Whentheuseris roaming,thehomeandvisiting providersshouldalsobe

ableto negotiatewith eachotherto decidetheservicethatcanbeofferedto theuser.

While theadvantagesof dynamicservicenegotiationhavebeenaccepted,thereis no universal

standardprotocolfor carryingout thesamein anend-to-endfashion.Althoughthe3GPPinitiative

hasproposeda protocol for negotiatingthe RadioAccessBearer(RAB) [3, 4], it is speci�c for

theUMTS architectureandis restrictedonly to theradio link in 3GPPnetworks. As IP (Internet

Protocol)is becominga promisinguniversalnetwork-layerprotocolover all wirelesssystems,in

this paperwe proposeDynamicServiceNegotiation Protocol (DSNP)– a protocol to negotiate

ServiceLevel Speci�cations(SLS)y at theIP layer. DSNPcanbeusedfor dynamicservicenego-

tiation from hostto network, network to network, andnetwork to host.SinceDSNPnegotiatesat

layerthree,it canbeusedfor end-to-endservicenegotiationin anetwork with heterogeneouslink

layers. In addition,asit is basedon IP, DSNPcouldbeusedfor any IP-basednetwork including

3GPP, 3GPP2,andtheInternet.

The restof the paperis organizedasfollows. In section2, we enumeratethe essentialchar-

acteristicsof any servicenegotiationprotocol. Undersection3, we compareandcontrastDSNP

yA SLS[5] is a setof parameters.Theparametersandtheir valuestogetherde�ne theserviceofferedto a traf�c
streamby aDifferentiated-Servicedomain.
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with otherrelatedprotocols.Section4 providesanoverview of DSNP, while section5 describes

thedetailsof theprotocol.We discussour experimentationon a real-life testbedin section6, and

�nally concludein section7.

2 Characteristicsof a ServiceNegotiationProtocol

In thissection,wedelineatetheessentialcharacteristicsof any protocolfor dynamicservicenego-

tiation.

1. Transparencyto link layertechnologies:Althoughdiversewirelesscommunicationssystems

exist, they essentiallyconsistof severalRadioAccessNetworks(RANs)andaCoreNetwork.

A RAN providesradio resources(e.g.,radio channels)for mobile usersto accessthe core

network. Thecorenetwork is typically awirelinenetwork usedto interconnectRANsandto

connecttheRANsto othernetworkssuchastheInternet.It is expectedthatdifferentkindsof

RANs,eachoptimizedfor distinctiveenvironmentsandservicerequirements,will coexist in

thefuture.To inter-operateandsupportuniversalroaming,thecorenetwork potentiallywill

bebasedon IP. Figure1 givesa schematicrepresentationof a heterogeneouswirelessnet-

work. TheRAN couldbebasedonany link layersuchasWLAN, 2.5G,or 3Gtechnologies.

If a mobile in RAN 1 is communicatingto anothermobile in RAN 2, the traf�c hasto go

throughheterogeneouslink layers,namelythroughRAN 1, theIP corenetwork, and�nally

throughRAN 2. Henceit is requiredthatany protocolaimingto doend-to-endservicenego-

tiationshouldbecompatiblewith all layer-2 technologies.Suchaprotocolwill alsoprovide

theneededtransparency for ausermoving betweendisparatewirelessenvironments.

2. GenericQoSArchitecture: Traf�c betweentheendhostsmayhaveto passthroughnetworks

ownedby severalserviceproviders. Hencefor compatibility, theprotocolusedfor end-to-

endservicenegotiationshouldadoptaQoSarchitecturethatis commonlyused.

4



Figure1: An exemplaryheterogeneouswirelessnetwork

3. Light-weight: The servicenegotiation protocol will be usedacrossdevices with varying

capabilitiesin termsof battery, computingpower, andmemory. Therefore,it shouldbelight-

weight. Extendingprotocolsthatareoriginally developedfor otherpurposesto do service

negotiationmight becometoo complex for a mobile device, whencomparedto a protocol

dedicatedjust for thispurpose.

4. ReducedSignalingOverhead: The protocol shouldbe scalablein termsof the signaling

requiredbetweenthemobileandtheserviceprovider. For example,considera mobileen-

joying a certainservicethathasmovedto anadjacentnetwork/cell with enoughresources.

The mobile shouldnot be requiredto negotiatefor the sameserviceagain,just becauseit

hasmoved to a new network/cell. In addition, the protocol shouldnot demandperiodic

signalingbetweennetwork entitiesto refresha servicethat hasalreadybeenagreedupon.

Signalingconsumespreciousresourcelike bandwidthandbatterypower, andhenceshould
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beminimized.

3 RelatedWork

Several protocolshave beenproposedin the literaturefor dynamicservicenegotiation. The Re-

sourceNegotiationAndPricing (RNAP)protocoldevelopedbyWangetal [6] enablesauser/service

providerto dynamicallynegotiateacontractedservice,allowing priceandtransmissionparameters

to beadjustedaccordingto changesin network conditionsanduserrequirements.RNAP requires

theroutersalongthesignalingpathto maintainasoftstate, resultingin anincreasedstorageover-

head. Furthermore,the protocolnecessitatesa hostto periodicallysendmessagesto refreshthe

soft state,wastingbandwidthandenergy, bothof whichareatapremiumin wirelessnetworks. In

addition,this protocoldoesnot take mobility into consideration.As a result,whenever a mobile

movesto a new location,additionalsignalingis requiredbetweenthe userandthe network for

establishinganalreadynegotiatedservice.

Another protocol that hasbeenproposedin the literaturefor servicenegotiation is COPS-

SLS[7], which is anextensionof theCommonOpenPolicy Service(COPS)[8] protocol. While

suchanextensionto COPSdoesenablea network entity to negotiate,it increasesthecomplexity

of thealreadysophisticatedprotocol.Hence,it remainsto beseenif COPS-SLSwill beviablefor

deviceswith limited resourcessuchasPDAs. Servicenegotiationprotocol(SrNP)[9] is aprotocol

dedicatedfor servicenegotiationin wirednetworks.Thisprotocolis notspeci�c to any SLSformat

andis generalenoughto beappliedfor negotiatingany documentwhich in theform of attribute-

valuepairs.On accountof thegenerality, SrNPmessagescouldpotentiallyhave computationally

expensive, verbosetextual encodingswhich affects the protocol's applicability for deviceswith

limited capabilities.

SimpleInter-domainBandwidthBroker Signaling(SIBBS)[10] is a protocolproposedby the

QBonegroupto enablecommunicationbetweentwo bandwidthbrokerpeersin adjacentdomains.

Thisprotocolrequiresthesignalingend-pointsto maintainlong livedTCPconnections,andthere-

6



fore maynot besuitablefor a wirelessenvironmentwith mobilehosts.IETF's Next Stepin Sig-

naling (NSIS) charterhasrecentlyproposeda QoSsignalingprotocolreferredto as“QoS NSIS

SignallingLayerProtocol(QoS-NSLP)”[11]. QoS-NSLPtoo usessoft-state,peer-to-peerrefresh

messagesastheprimarystatemanagementmechanism.As saidearlier, suchperiodicrefreshmes-

sagesconsumebothwirelessbandwidthaswell asthebatterypower of a wirelessdevice. Hence

QoS-NSLPmay not be well suitedfor wirelessenvironments. A comparisonof someservice

negotiationprotocolscanbefoundin [12].

In designingDSNP, we have taken into considerationbothusermobility andthewirelessen-

vironment'sconstraintsonbandwidthandpower. A mobileusingDSNPfor servicenegotiationis

not requiredto maintaina continuousTCPconnection,nor is it requiredto sendperiodicrefresh

messages.Also, when the mobile moves to a new location, it is not expectedto do any addi-

tional signalingto establishanalreadynegotiatedservice,providedthenew network hasenough

resourcesto supporttheservice.Thus,DSNPis moresuitedto wirelesssettingsthantheexisting

protocols.

In additionto the above, several link layer servicenegotiationprotocolshave alsobeenpro-

posed. 3GPPhasproposeda protocol for dynamicallynegotiatingandre-negotiating the RAB

servicein 3GPPnetworks [3, 4]. However, it is a link-layer protocolandcanbe usedonly for

negotiatingservicesovertheI u interfacein 3GPPnetworks.At theIP layer, thePDP(PacketData

Protocol) Context Modi�cation in 3GPPnetworks canmodify the QoSpro�le of an active ses-

sion [13,14]. However, thePDPcontext is con�ned betweenmobilestationandGateway GPRS

SupportNode (GGSN) only. It cannotbe usedfor end-to-endservicenegotiation in heteroge-

neousnetworks. Both RAB negotiationandPDPcontext modi�cation canbeusedonly in 3GPP

networks,andcannotbeusedin differentwirelessenvironments.

Thereareotherwork in theopenliteraturethatdiscussQoSnegotiation[15–17]. They primar-

ily focuson devising strategiesfor acceptingor rejectinga requestso that the systemutilization

is maximized. They do not describethe mechanicsof QoSnegotiation. Our work is not con-

cernedwith devising optimal strategiesfor admissioncontrol. We aim at developinga standard
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methodologyfor servicenegotiation.

4 Overview of DSNP

In this sectionweprovideanoverview of DSNP, in termsof its featuresandoperation.

4.1 Compatibility with Link Layer Technologies

Asstatedearlier, anend-to-endservicenegotiationprotocolshouldbeindependentof thelink layer.

DSNPachievesthis by carryingout the servicenegotiationat thenetworklayer, andIP is taken

asthenetwork layerprotocol. IP, alreadyanuniversalnetwork-layerprotocolfor wireline packet

networks,is alsobecomingapromisinguniversalnetwork-layerprotocoloverall wirelesssystems.

Theaccessnetworksandthecorenetworksin thenext generationinitiativeslike3GPPand3GPP2

will bebasedonIP. IP is envisionedtoprovideagloballysuccessfulopeninfrastructurefor services

andapplications.Suchanall-IP wirelessandwirelinenetwork couldalsomakewirelessnetworks

more robust, scalable,andcosteffective. Thus it is viable to considerIP as the network layer

protocol.

The advantageof negotiatingat the network layer is that, usersonly needto understandone

protocolandnegotiateat the IP layerwhenroamingin a heterogeneousenvironment.They need

notknow thespeci�c radionegotiationprotocolfor roaminginto aparticularradioaccessnetwork.

Thisdoesnotmeanthatif DSNPis used,negotiationat theradiolink layeris notusefulor a radio

negotiationprotocolis not necessary. Thestrengthof DSNPlies in providing a commonplatform

for dynamicallynegotiatingend-to-endservicesacrossincompatiblewirelessnetworks.This also

implies that the mapping/inter-working betweenDSNPandthe radio QoSprotocolsneedsto be

de�ned. However, thissubjectmatteris outsidethescopeof thispaper.
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4.2 QoSAr chitecture

As thenegotiationtakesplaceat theIP layer, DSNP's QoSarchitectureshouldwork well in anIP

setting. The IETF hasproposedvariousframeworks for providing QoSon IP networks,suchas

DifferentiatedServices(DiffServor DS) [18], IntegratedServices(IntServ)[19] with RSVP[20],

andMulti-Protocol Label Switching(MPLS) with Constraint-basedLabel Distribution Protocol

(CR-LDP) [21]. It is well known that theper-�o w reservationstrategy of IntServwith RSVPfor

signalingandreservationis notscalableto largenetworks.Dif fServis apromisingtechnologyfor

providing QoSover IP networksin a scalablemanner. It is very likely thatQoSwill beprovided

in thecorenetworksof 3GPPand3GPP2architecturesthroughDiffServ[22,23]. Consequentlyit

followsto designDSNP'sQoSarchitecturein theframework of Dif fServ. Figure2 showstheQoS

architectureof DSNP, which consistsof threemajorcomponents:

� Mobile Station(MS): MS is thedevice thatallows usersto communicate,andalsoprovides

meansof interactionbetweenusersandthenetworks. Traf�c is generated/receivedby MS

andmaybequeuedin theMS while waiting for transmission/reception.

� QoSGlobal Server(QGS):As shown in Figure2, thereis oneQGSin eachadministrative

domain.TheQGShastheglobalinformationof theresourceavailablein thewholedomainz.

Essentially, it is a BandwidthBroker (BB) with extensionfor wirelessnetworks. The MS

interactswith the QGSwhen it requestscertaindegreeof QoSin the domain. The QGS

is the entity for QoS negotiation and signalingbetweenthe MS and the network control

system,i.e. it is in thecontrol plane. TheQGSdecideswhatservicesareavailablefor each

MS andsendsthe decisionto the relatededgenodes.The QGSis an intelligententity for

decisionmaking,andit essentiallyfunctionslikeaPolicy DecisionPoint(PDP)in thePolicy

Framework [8,26].

zTheexactmechanismsemployedby theQGSto gatherthis informationareoutsidethescopeof this paper. For
instance,theQGScanuseprotocolssuchasSNMP [24] or QOSPF[25] to collect informationaboutthe resources
availablein thedomain.
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Figure2: QoSarchitecturefollowedin DSNP.

� QoSLocalNode(QLN): QLN is theedgerouterresidingin theboundaryof theDS domain

asdepictedin Figure2. QLN doesnot interactwith MS directly for QoSnegotiationand

signaling. It providesthe local resourceavailability informationto the QGS,which takes

decisionson admittinga request.After allocatinga certaindegreeof QoSto a MS, QGS

sendsthis informationto the QLN servingthat MS. Basedon this information,QLN per-

formsconditioningonthetraf�c originating/terminatingat theMS. It functionslikeaPolicy

EnforcementPoint(PEP)de�ned in thePolicy Framework [8,26]. In contrastto QGS,QLN

handlestheactualtraf�c, andthusit is in thetransportplane.
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Othercomponentsin a wirelessDiffServnetwork suchasDHCP[27] server andAuthentica-

tion, Authorization,andAccounting(AAA) server areassumedto bepresent.By separatingthe

controlandtransportplanes,thearchitecturebecomes�e xible for addingnew services,andoffers

easyinteroperabilitywith legacy networks.

Giventhecentralizednatureof QGS,onemaywonderaboutthis architecture's scalability. It

is to be observed that the above architectureseparatessignalingtraf�c from datatraf�c andthe

QGSis responsiblefor handlingonly the signalingtraf�c. Whencomparedto datatraf�c, the

signalingtraf�c is muchsmallerandhenceQGSshouldbeableto handlea largenumberof users.

It is alsoto be notedthat suchcentralizedcontrollershave beensuccessfullyemployed in other

IETF protocolssuchasMegaco[28], COPS[8], andMiddlebox[29]. Therefore,implementinga

centralizedQGSis certainlyscalable.Alternatively, if needbe, theQGScanbe implementedin

a distributedset-uptoo. Multiple QGSscanbe installedaroundthedomain,andtheir databases

canbekeptsynchronizedthroughsynchronizationprotocolssuchasServerCacheSynchronization

Protocol(SCSP)[30]. With synchronizeddatabases,theresponsibilityof servicingdifferentRANs

in thenetwork canthenbepartitionedamongthedifferentQGSs.

Thearchitecturediscussedin thissectionis genericandcouldbeappliedto any QoSframework

basedon DiffServandpolicy-basedQoSmanagement.Despitetherebeingmany differencesbe-

tween3GPPand3GPP2networks,a genericpacket-switchednetwork of 3GPPand3GPP2could

be presentedby Figure3 [14,31,32]. In Figure3, the Policy DecisionFunction(PDF) in both

3GPPand3GPP2networks functionsasthe PDP/QGS[22,23]. The PEP/QLNmight resideon

GGSN/PDSNor othercomponents.Although DSNPis illustratedby usingthe architecturede-

pictedin Figure2, it shouldbe applicableto otherDiffServ andpolicy-basedQoSarchitectures

suchas3GPPand3GPP2networks.
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Figure3: Genericarchitectureof 3GPPand3GPP2networks

4.3 QoSManagementand Mobility in DSNP

In a DiffServnetwork, traf�c with differentservicerequirementsaremarked differently, andare

treateddifferently at eachrouter. The marking is doneat the edgerouterwherethe traf�c �rst

entersthe domain. At this edgerouter, the traf�c is alsochecked for conformance,andshaped

accordingly. SinceDSNP's QoSarchitectureis basedon DiffServ, the ingressrouterservinga

speci�c MS shouldbe aware of its QoS requirements,so that the traf�c can be appropriately

markedfor service.In wirednetworks,it is easyto identify theedgerouterthathasto dothetraf�c

conditioningfor a speci�c user. However, in wirelessnetworks,theedgerouterthatservesa MS

keepschangingdueto mobility. Theproblemin wirelessnetworks is to track the locationof the

userandinform theappropriateedgerouterabouttheMS'sQoSpro�le.

Onewayof solvingthisproblemis to relocatetheedgerouterandtransfertheMS'sQoSpro�le

to thenew edgeroutereachtime whentheusermoves.This approach,however, mayincreasethe
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hand-off delay. Theotherwayof solvingthisproblemis to let all edgeroutersin thedomainknow

the servicerequirementsof a MS. Eachtime the MS negotiatesfor a new service,the updated

requirementsarebroadcastto all edgerouters.Thusit canbe madesurethat irrespective of the

MS's location,its traf�c will alwaysbeconditionedasper the latestQoSpro�le. While suchan

approachis simple,it is plaguedwith inef�ciencies. It is far from beingeffective to replicatethe

sameQoSpro�le in all theedgerouters,asmany edgeroutersmayneverhavetraf�c comingfrom

or going to a given MS. Also, the databasein the edgerouterswill be hugeif thereare many

mobileusersin thedomain.In addition,oncea MS changesits QoSpro�le, thesametransaction

for updatingthedatabasemustbeperformedatall theedgerouters,which is timeconsuming.

TheQGSis a centralizedrepositorythatretainstheQoSpro�le of all theusersin thedomain.

It mayalsoknow thenetwork topology. Basedon thiscentralizedavailability of locationandQoS

information,wecandeviseasimple,yetscalable,mobility managementscheme.Let EU (t) denote

theedgerouterthat servestheRAN RU (t) wherea MS U is locatedat time t. Let N U (t) be the

setof edgeroutersthatserve theRANs neighboringRU (t). Let usassumethat thesub-networks

served by RU (t) andNU (t) have enoughresourcesto supportthe MS's QoSpro�le. If the MS

choosesto roam,with probability1:0 it will movein to aRAN servedby eitherEU (t) or oneof the

membersof NU (t). If EU (t) andtheroutersin NU (t) areall informedabouttheMS'sQoSpro�le,

theMS cancontinueto enjoy thenegotiatedservicein thenew RAN withoutany delay. Thusit is

suf�cient if EU (t) andNU (t) alonemaintaintheMS'sQoSpro�le.

Therearevariouswaysto keeptrackof EU (t) andNU (t). AssumingeachRAN formsanIP

subneton its own, andhasa setof associatedIP addresses.If a MS movesfrom oneRAN to

another, it couldobtainanew IP addressfrom theDHCPserver in thenew RAN. Onreceiving the

requestfor a new IP addressfrom a MS, thenew DHCPserver could inform theQGSaboutthe

MS's new IP address.The QGSthusunderstandsthat the MS hasmoved into a new RAN, and

updatesthenew EU (t) andNU (t) with theMS's QoSpro�le. ThereforetheMS canmove freely

in thenew network enjoying theservices,without itself having to performany additionalsignaling
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for theQoSsupportx. Theroutersin thesetof NU (t) andEU (t) arecollectively referredto asthe

potentialedge routers.

We notethat while the above schemeis morescalablethanthe naive broadcast,it is not the

optimal. The optimumupdateschemeis the onewhereinthe QGSaccuratelypredictsthe new

locationof a MS andupdatestherelevantE(t) routeralone.However, sucha schemewould also

introduceadditionalloadon theQGS,in termsof runningpredictionalgorithmsfor determining

the locationof eachof theMSs in thenetwork. While theproposedmechanismof advertisinga

MS'sQoSpro�le is notoptimum,it doesnot introduceany computationaloverheadson theQGS.

In otherwords,the proposedschemetries to achieve a balancebetweenstorageoverheadin the

edgeroutersandcomputationaloverheadat theQGS.

4.4 DSNP's Working

Having discussedtheQoSarchitectureandmobility management,wenow describeDSNP'swork-

ing underdifferentscenarios.As indicatedin Figure2, we assumeDHCP andAAA serversare

present.New IP addressis obtainedfrom DHCPserver.

Initial negotiationafter powering up

Whena MS is poweredup, it registerswith theDHCPserver to obtainanIP address.Beforethe

MS cancommunicatewith any othernode,it hastonegotiatetheservicesfor its traf�c. Negotiation

is initiated with the QGSif the MS doesnot have any existing services.On receiving a request

from a MS, theQGSchecksto seeif enoughresourcesareavailablein thedomainto provide the

necessaryservice.Themechanismby which theQGSallocatesresourcesfor a MS, andarrivesat

thedecisionof admittinganew requestis outsidethescopeof thiswork. Thiscanbedonein many

differentways,for examplelocal predictiveresourcereservationpresentedin [33].

TheQGSmayalsoconsultwith theAAA servers(for accountingandauthorizationpurposes)

xTheMS mayhave to initiate additionalQoSsignalingif thesub-network into which it movesis congested.We
shalldiscussthis scenarioin section4.4.
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DHCPDISCOVER

DHCPREQUEST

DHCPACK

DHCPOFFER

MS Server
DHCP

QGS Server
AAA

QLNi

SLS_LIST_REQUEST

SLS_LIST_RESPONSE

SLS_NEGO_REQUEST

AAA REQUEST

UPDATE

AAA RESPOND

ACK

actual traffic

SLS_NEGO_RESPONSE

Figure4: Example�o w for initial set-up

or with QGSin otherdomains(shouldtheMS send/receive traf�c to/from otherdomains),before

decidingto offer the requestedservicesto the MS. If therearenot enoughresourcesto provide

theservice,or if theMS is not authorizedto receive therequestedservice,theQGSsendsbacka

negative acknowledgmentto theMS. Thenegative acknowledgmentalsoincludesthe reasonfor

turningdown therequest,anda list of servicesthat theMS cancurrentlysubscribeto. Including

suchinformationmight inducetheMS to negotiateagainfor a differentservice,which otherwise,

maynot renegotiateatall.

If theQGSacceptstheservicerequestof theMS, it informsthetherelatedQLNs sothatthey

canconditionthe MS's traf�c accordingly. COPS[8] or SNMP [24] canbe usedfor communi-

cationbetweenthe QGSandthe edgerouters. The QGSthensendsa positive acknowledgment

to theMS, afterwhich theMS canstartenjoying thenew service.This sequenceof operationsis
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AAA RESPOND

UPDATE

ACK

actual traffic

MS QGS Server
AAA

QLNi

SLS_NEGO_REQUEST

AAA REQUEST

SLS_NEGO_RESPONSE

Figure5: Example�o w for re-negotiatingSLSwithin thesamedomain

conceptuallyshown in Figure4.

Re-negotiatingan existing QoS

OnceaMS is up andtheQoSnegotiationis done,theMS is freeto movewithin thesamedomain

without any QoSsignaling.However, theMS maywant to changetheSLSandrenegotiatewith

thenetwork for new servicelevel. Figure5 plotsanexample�o w for this purpose.It is similar to

Figure4 exceptthattheMS hastheIP addressandthelist of SLSalready.

Intra-domain mobility

WhenaMS roamsin to anew RAN within thesameadministrativedomain,i.e.,thedomainserved

by thesameQGS,theMS mayobtainanew IP address.As discussedin section4.3,its QoSpro�le

wouldhavebeensentto all thepotentialQLNsby theQGS.If thenetworksservedby thepotential

QLNs have the requiredamountof resourcesto supportthe MS's QoSpro�le, thenthe MS can

transmit/receivetraf�c withoutany additionalQoSsignaling.Figure6 depictsanexample�o w for

moving within thesamedomainbut differentIP subnet.
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Figure6: Example�o w for moving within thesamedomain

Let usnow considerthe casein which a MS movesfrom subnetR to a new subnetR0, such

thatR0 doesnot have enoughresourcesto supporttheMS's currentQoSpro�le. In this scenario,

assoonastheMS movesinto R0, theQGSnegotiateswith theMS for a reducedlevel of service.

Sincethe QGS hasa global knowledgeof the resourcesavailable in the entire network, it can

presenta new servicelevel that canbe supportedby R0. The mobilecaneitherchooseto accept

this new (reduced)servicelevel or terminateits contractaltogether. Themobilecanre-negotiate

for animprovedserviceonceit hasmovedoutof R0.

Inter -domain mobility

Whena MS movesto a new administrative domain,usuallyit needsto initiate theQoSsignaling

with thenew QGS.Thenew QGSchecksfor theresourceavailability andmayalsoconsultwith

thenew AAA server, old AAA server, andtheold QGSto decidewhetherit shouldadmitor reject

theQoSrequest.After that, theoperationis similar to whathasbeendescribedabove. Figure7

illustratesanexample�o w whena MS roamsinto anew domain.

4.5 Inter -working betweenDSNPand RAN admissioncontrol mechanisms

Thissectionbrie�y commentsontheinter-playbetweenDSNPandRAN admissioncontrolmech-

anisms,althoughthis topic is outsidethe scopeof this paper. In a 3G wirelessnetwork, an user
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Figure7: Example�o w for roaminginto anew domain

wouldnegotiatehis/herservicerequirementswith theQGSin thecorenetwork usingDSNP. Since

theQGShasa completeknowledgeof theresourcesavailablein theentirenetwork (includingthe

RANs), it candecidethroughsomeadmissioncontrolmechanismtheadmissibilityof thenegoti-

atedservice.DSNP's operationis independentof theadmissioncontrolmechanismsusedby the

QGSandtheRANs. Consequently, its deploymentdoesnot con�ict with theoperationof any ad-

missioncontroller. However, con�icts betweentheQGSandRAN admissioncontrollerscanarise,

eitherwhentheQGSdoesnothaveacompleteknowledgeof theresourceavailability or whenthe

QGSandRAN admissioncontrollersusedissimilaradmissioncontrolmechanisms.In eithercase,

the con�ict canbe resolved by having the QGScheckwith the QLN controlling the MS's RAN

beforeacceptingtherequestedservice.If theRAN doesnot have enoughresources,theQGScan

thenuseDSNPto re-negotiatethe servicewith the userto a level that canbe supportedby the
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RAN.

5 ProtocolDetails

In this section,wediscusstheservicemodelof DSNPandDSNP's messages.

5.1 DSNPService Model

Sofar, wehaveusedthetermsQoSpro�le, andserviceagreementto alludeto theservicesoffered

by thenetwork to a user. In DSNP, the“QoS pro�le” of a useris referredto astheuser's Service

Level Speci�cations(SLS)[5]. SLS describesthe traf�c characteristicsof IP �o ws originating

from/terminatingat the user's equipment,andthe serviceguaranteesofferedby the network for

these�o ws. It is this SLS that getsnegotiatedusing DSNP. The SLS is composedof various

attributes,andso far no standardmodelshave beenacceptedin the literaturefor de�ning it. In

DSNP, we follow a modelsimilar to theonefoundin [34], andcharacterizeSLSby thefollowing

attributes:

1. ScopeSpeci�cation: The scopeof a SLS refersto the topologyor the geographicalarea

over which theservicehasto beoffered.Thescopeis speci�edby enumeratingtheingress

and egressroutersfor the traf�c associatedwith the SLS. The ingressand egresspoints

respectively denotetheentry andexit pointsof the traf�c relative to thenetwork. It is not

necessarythata usershouldbe awareof the scopeof his/hertraf�c. In casethe userdoes

not have any knowledgeaboutthe ingress/egresspoints, the protocol offers an option of

specifyinga wild-card addressin the scope. This speci�cation also offers a mechanism

for carryingout QoSmanagementfor a mobile user. For example,if a MS cande�ne the

ingress/egresspoints for its traf�c, then it is clear that, its mobility is restrictedto those

RANs servedby theingressrouters.Thusit is suf�cient if only thoseedgerouterslistedin

thescopeareinformedof theMS'sservicerequirements.
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2. Flow Speci�cation: A �ow is de�ned asa distinguishablestreamof relateddatagramsre-

quiring thesameQoS.Associatedwith eachSLSarea setof �o ws. The�o w speci�cation

attribute identi�es the �o ws thatbelongto theSLSbeingnegotiated.The �o ws areidenti-

�ed by specifyingoneor moreof theparameterssuchassourceanddestinationIP addresses,

sourceanddestinationportnumbers,andDScodepoints.Basedon thesespeci�cations,the

ingressrouterclassi�esthepacketsandmarksthemwith theappropriateDScodesothatthe

packetsbelongingto these�o wsenjoy thenegotiatedservice.

The set of allowed valuesfor �ow and scopespeci�cationscan be in�uenced by the IP

routingschemeusedin thedomain.For example,if the �o w is speci�ed by thesource(S)

anddestination(D) addresses,andthescopeis left unspeci�ed,thenit impliesthatthetraf�c

betweenS andD neednotuseany speci�c ingressandegresspoints.Theingressandegress

aredecidedby theunderlyingroutingschemebasedontheaddressof S andD. Ontheother

hand,if thescopeis de�ned by speci�c ingress(I ) andegress(E) points,thenit is clearthat

thetraf�c mustgo throughthepathS ! I ! E ! D, which mayor maynot beallowed

by theunderlyingroutingscheme.

3. Traf�c Speci�cation: Thetraf�c speci�cationprovidesaneffective descriptionof the �o ws

associatedwith the SLS.The �o ws in a SLS arecharacterizedby their peakrate,average

rate,andminimum packet size. Basedon thesetraf�c speci�cations,the ingressnodesat

the network do a conformancetestingon the packets that belongto the speci�ed �o ws.

Only thosepackets that conformto the traf�c speci�cationsenjoy the negotiatedservice.

Packets that do not conform to the negotiatedtraf�c parameterscan be dropped,shaped

and/orremarked.

4. PerformanceGuaranteeSpeci�cation: This describestheserviceguaranteesthat the �o ws

identi�ed by the�o w ID andconformingto thetraf�c speci�cationswill enjoy overthegeo-

graphicalregiongivenby thescope.Theserviceguaranteesaregivenin termsof parameters

like delay, jitter, packet lossand throughput,andcanbe speci�ed eitherquantitativelyor
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qualitatively. A parameteris saidto bequanti�ed if a de�niti venumericalvalueis assigned

to it. A qualitative parameteris onewhosevalueis setin comparisonwith others.In other

words,thevaluefor aqualitativeparametercannotbequanti�ed.

5. ServiceScheduleSpeci�cation: This elucidatesthe start and end times of the negotiated

service,i.e., it indicateswhentheservicewill becomeavailable. This attributehelpsin the

negotiationof futuristic serviceguarantees.

6. SLSIdenti�er: EachSLSis recognizedby auniqueidenti�er. Thisoffers�e xibility in terms

of enablingaclientto negotiateaparticularattributeof aSLS.TheSLSID is usuallydecided

by thenetwork serviceprovider.

5.2 DSNPMessages

DSNPhasseveral messagesde�ned in order to carry out differentaspectsof negotiation. This

sectiondescribesthevariousmessagesspeci�edin DSNP. Beforethat,wewill introducetheterms

of DSNPClientandDSNPServer.

� DSNPClient : A DSNPclient is theonethatinitiatestheSLSnegotiation.

� DSNPServer: A DSNPserver is theonethatrespondsto theSLSnegotiation.

Thetermclient doesnot alwaysreferto theuser{ . It canreferto eithera hostor thenetwork.

For example,whena hostwantsto negotiatewith theserviceprovider for a SLS,thehostactsas

theDSNPclient. Theserviceprovider actsastheDSNPserver. Whena serviceprovider initiates

the SLS negotiationwith a host, the serviceprovider actsas the DSNPclient andthe hostacts

astheDSNPserver. Whena serviceprovider negotiatesa SLSwith anotherserviceprovider, the

formeractsastheDSNPclientandthelatteractsastheDSNPserver. Thustheentitiesreferredto

by thetermsclient andserverarecontext sensitive.

We now explain theDSNPmessagesin thecontext of anintra-domainservicenegotiation.

{ Thetermsof hostanduserhavebeenusedinterchangeablyin this paper.
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� SLSLIST REQUEST: This messageis sentby a DSNPclient to theDSNPserver to request

for a list of SLSsofferedby theDSNPserver. A DSNPclient maysendthis messagewhen

it hasjustbootedupanddoesnothaveany SLSparameters.

� SLSLIST RESPONSE:This messageis sentin responseto theSLS LIST REQUESTmes-

sage,by the DSNPserver. This messagelists all the SLSsthatareprovidedby theDSNP

server. Thetimeof availability for eachservicemayalsobeincludedin thelist.

� SLSNEGOREQUEST: Thismessageis usuallysentby aDSNPclientto theDSNPserverto

requestaparticularSLS.TherequestedSLScouldbeoneof thoselistedin theSLS LIST RESPONSE

message.Alternatively, it couldalsobecustomizedto includeasetof prede�nedSLSs.This

messageis usedin both requestingfor a new SLS aswell asfor updatingan existing one.

Thismessagecanbesentby boththeuseraswell asthenetwork. For example,if resources

in thenetwork becomescarce,thenetwork sendsthis messageto thehostsrequestingthem

to updatetheir existing SLSto suit thecurrentnetwork conditions.TheDSNPserver could

offer cost incentivesto the hoststhat acceptthe suggestedSLS.Similarly, whenthereare

unusedresourcesavailable,thenetwork couldalsooffer thematalowerpriceto theusers.It

coulddo anadvertisementby sendingout SLS NEGO REQUESTmessageswith theavail-

ableSLSsandthe cost. Additionally, if the network wantsto forcefully terminatea SLS

of a userdueto somereason,it sendsa SLS NEGO REQUEST messageto the userwith

appropriate�elds setto ZERO.

� SLSNEGORESPONSE:This messageis sentin responseto the SLS NEGO REQUEST.

This messageindicateswhethertherequestedSLSis acceptedor not. If therequestedSLS

is not accepted,then the reasonfor not acceptingis also provided. For example, if the

DSNPserver doesnot acceptthe SLS of a DSNPclient dueto lack of resources,it sends

backa responseindicatinga rejectalongwith the maximumSLS that couldbe supported.

Includingsuchinformationmight inducetheclient to negotiateagainfor adifferentservice,

whichotherwise,maynot renegotiateatall.
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� SLSSTAT REQUEST: Thismessageis sentby aDSNPclient to theDSNPserveraskingfor

a feedbackon thestatisticsof theactualusageof eachSLS.TheDSNPclient couldaskfor

statisticslikepacket loss,throughput,averagedelay, andjitter for thetraf�c �o wsassociated

with aparticularSLSof theclient.

� SLSSTAT RESPONSE:Thismessageis sentin responseto theSLS STAT REQUESTmes-

sage,by theDSNPserver. Theserver collectsthenecessaryinformationandsendsit to the

DSNPclient thatrequestedtheinformation.

The above messagescan also be usedfor an inter-domainnegotiation betweentwo service

providers. The serviceprovider that requestsfor someserviceactsasthe DSNPclient, andthe

other one providing the requestedserviceactsas the DSNP server. The natureof interaction

remainsthesameasdescribedabove.

5.3 DSNPMessageFormat

Within eachof themessagesdiscussedin Section5.2, thereareseveralsub-types.Eachsub-type

is concernedwith one of the several attributesof SLS describedunderSection5.1 and hasan

associatedmessageformat. Due to spacelimitations,we haven't presentedthe messageformats

here.Pleasereferto [35] for adetaileddiscussionon theDSNPmessageformats.

6 Testbedand Experimental Results

We have implementedDSNPon a wirelessDiffServ testbedconsistingof a numberof laptops,

basestations,and routers. The radio layer transportis carriedover an IEEE 802.11complaint

WaveLAN system.A cdma2000emulatorthatemulatesthePacketDataLayerin theLink Access

Control (LAC) sublayerof cdma2000is incorporated.Mobility managementfor theMS is done

using either Mobile IP or SessionInitiation Protocol(SIP) [36]. EachMS is equippedwith a
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digital videocameraandis capableof runningvideoconferencingtools. Section6.1outlinesthe

experiments,while Section6.2presentstheexperimentalresults.

6.1 Experiment Outline

Detailedexperimentshave beenperformedon thetestbedto testtheef�cacy of DSNP. We have a

singledomainwith threewirelesssubnetsS1,S2andS3, in thetestbed.WehaveaQGSfor theen-

tire domainandthreeQLNs,onefor eachof thesubnets.TheQLNsareat theedgeof thedomain.

The domainis DiffServ enabled.As mentionedearlier, the subnetsare802.11compliantWave-

LAN systems.As we have only oneQGSin thetestbed,we restrictourselvesin usingDSNPfor

hostto networknegotiations.Also wenegotiateonly for bandwidthin ourexperiments.Bandwidth

is allocatedat theedgeroutersusing�lters implementingClassBasedQueueing(CBQ).

Initially, the MS is in its homesubnet. It negotiatesfor someservicewith the QGS using

DSNP. Oncetheserviceis negotiated,it startsdifferentmultimediasessionswith differentservice

requirements.Then,theMS beginsto roam.Ontheway, it terminatessomeof its ongoingsessions

andstartsnew ones.It alsodynamicallynegotiatesnew serviceratesfor its ongoingsessionsusing

DSNP. It roamsthroughtheothertwo subnetsand�nally comesbackto its homesubnet.

6.2 Experimental Results

Weperformedexperimentsby usingrealmultimediaapplicationsaswell astraf�c generators.We

�rst discusstheresultsfrom traf�c generatorsasthey bringoutmoreclearlythevariouscharacter-

isticsof theDSNP. Themeasurementsreportedin thispaperweremadeat theCorrespondentHost

(CH). Figures8–12illustrateexperimentalresultsby usingtraf�c generators.Figure13 demon-

stratesresultsfrom arealvideoapplication.

Figure8 showstheresultfrom UDPtraf�c with threedifferentservicetypes.Thetotalcapacity

of thewirelesslink connectingtheMS to thewirednetwork is around1:2 Mbps.To startwith, the

MS is in its homesubnetS1, anddoesnot negotiateany servicewith theQGS.Using the traf�c
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Figure8: DSNPexperimentwith traf�c generator(all UDP)

generator, theMS startsaUDPsessionBE (besteffort) with theCH.ThisUDPsessionconstantly

pumpsin datainto the network at a rateof 1.5 Mbps. Note that, asthereis no SLS set-up,this

sessionwill be treatedas best-effort by the DiffServ network. As thereis no othercompeting

traf�c, thetraf�c from BE enjoys theentirebandwidthof 1:2 Mbps. We canseethis in thegraph

betweenthetimest = 0 andt = 50sec.Thenaroundt = 50sec,theMS negotiatesabandwidthof

600K bpsfor anew �o w QoS � I . TheMS usesDSNPfor negotiatingbandwidthwith theQGS.

TheQGSon acceptingthis negotiation,sendstheservicepro�le to thethesetof potentialQLNs.

After asuccessfulnegotiation,theMS startstheQoS� I �o w, which is anotherUDPsession.The

datafor QoS� I sessionis pumpedinto thenetwork at800K bps. Fromthegraph,wenoticetwo

points:

1. Eventhoughthedatafor QoS� I sessionis pumpedat800Kbps,only thenegotiatedrateof

600KbpsreachestheCH. This means,thenetwork ONLY providesthenegotiatedservice

to theuser. Theexcess200Kbpsis droppedat thenetwork ingressby theQLNs.

2. Beforethestartof QoS� I session,thesessionBE enjoyedabit rateof 1:2 Mbps.As soon

asQoS � I started,thebandwidthenjoyedby BE falls to 600Kbps. This is because,the
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sessionQoS� I hasanegotiatedservicefrom thenetwork andhenceis treatedpreferentially

whencomparedto BE. Theexcessdatafrom BE is droppedat thedomainedge.

After startingQoS� I , theMS beginsto roam.As it roams,it movesfrom its homesubnetS1

to anothersubnetS2. As it movesinto S2, thebasestationin S1, handsit over to thebasestation

in S2. This is the�rst handoff andoccursaroundt = 170sec.TheQGSin thenetwork detectsthis

movementof theMS andinstructstheQLN in subnetS2 to deliver thenegotiatedservicefor the

MS. Fromthegraph,we canseethat the �o ws BE andQoS � I from theMS continueto enjoy

the samenegotiatedservicein the new subnettoo. This validatesthat evenacrosshandoffs, the

samenegotiatedservicecanbemaintainedwithoutadditionalQoSsignaling.

After moving into S2, the MS negotiateswith the QGSusingDSNPaskinga bandwidthof

200Kbpsfor anew UDP�o w QoS� I I . After asuccessfulnegotiation,theMS startsQoS � I I

aroundt = 250sec.Thedatafor QoS � I I sessionis pumpedinto thenetwork at therateof 500

Kbps. Again,excesspacketsaredropped.Fromthegraph,we canseethatassoonasQoS � I I

is started,the bandwidthenjoyed by BE falls from 600Kbps to 400Kbps. However, QoS � I

still continuesto enjoy thesamebandwidthof 600Kbps. This meansthatany QoStraf�c in the

network continuesto enjoy thenegotiatedlevel of serviceevenin thepresenceof otherQoStraf�c.

Only thebest-effort traf�c suffersin thepresenceof otherQoStraf�c.

TheMS thenstartsroamingagainandmovesinto subnetS3. This is thesecondhandoff and

occursaroundtime t = 350sec. We againnoticehere,all the �o w enjoy their negotiatedQoS

evenin thenew subnetwithout any additionallysignaling.After stayingin S3 for sometime, the

MS turnsbackandretracesits path. It movesinto subnetS2 from S3 aroundtime t = 470sec.

From the graph,we seethat all the three�o ws BE, QoS � I , andQoS � I I still continueto

enjoy thesamelevelsof serviceacrossthetwo handoffs. In subnetS2, theMS terminatesthe�o w

QoS� I I aroundtimet = 540sec.As soonasthis�o w is terminated,thetraf�c from BE allowed

in thenetwork increasesfrom 400Kbpsto 600Kbps.After roaminginto S2 for sometime,at time

t = 650sec,theMS usesDSNPto dynamicallynegotiateabandwidthof 400Kbpsfor its ongoing

QoS� I . Weseethataftera successfuldynamicnegotiation,thebandwidthenjoyedby QoS� I
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Figure9: DSNPexperimentwith traf�c generator(all TCP)

falls to 400Kbpsfrom 600Kbps. As before,thetraf�c from BE increasesfrom 600Kbpsto 800

Kbpsto utilize theadditionalbandwidth.

The MS then comesback to its homesubnetS1 and this �nal handoff occursaroundtime

t = 780 sec. The sessionQoS � I is terminatedby the MS aroundt = 860sec. As soonas

QoS� I is terminated,thetraf�c from BE increasesto its initial bit rateof 1:2 Mbps.

With this experiment,we show that using DSNP we can dynamicallynegotiatethe service

at any instant. We also demonstratethat the proposedschemefor managingQoS in a mobile

environmentcan indeedmaintainthe negotiatedservicefor various�o ws even acrosshandoffs

withoutany additionalQoSsignaling.

We repeatedthesameexperimentwith all TCP�o ws, anda mixtureof TCPandUDP �o ws.

Theresultsfor thecasewhereall theservicetypesareTCPareshown in Figure9. Themaximum

bandwidthon thewirelesslink duringthis experimentwasfoundto beonly 1:0 Mbpsasopposed

to 1:2 Mbps.This canbeattributedto theunusuallystrongnoisein thewirelesslink. For thecase

wherethetraf�c is amixtureof UDPandTCP, oneof theresultsis shown in Figure10. Thesame

discussionsabovecanbeextendedto theseresultsaswell.
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Figure10: DSNPexperimentwith traf�c generator(TCPandUDP)

The�gures shown abovearebasedon theresultsof oneMS. Figures11–12presenttheexper-

imentalresultswith differentnumberof mobilestations.Figure11depictstheQGSresponsetime

whenthenumberof mobilestationsincreases.TheQGSresponsetimewasmeasuredfromthetime

theMS sentout SLSLIST REQUESTuntil thetime theMS receivedtheSLSNEGO RESPONSE

asshown in Figure4. TheQGSresponsetimewouldbedeterminedby theQGSprocessingpower

andthe link capacityof thewired andwirelessnetworks. In theexperiments,thewired network

wasconstructedby using100M bpsEthernet.Thewirelessnetwork wasbasedon 802.11bwith

11 M bps. TheQGSwasa PCwith PentiumIV 2:8 GH z CPUand256M B RAM. As thenum-

ber of mobile stationsincreases,the wirelesslink accessdelaycould be signi�cant becauseof

many competingMSs. In addition,theQGSwouldneedto processmany requestssimultaneously.

Therefore,theQGSresponsetime increaseswhenthenumberof mobilestationsincreases.Fig-

ure11 shows that in our testbedtheQGScouldsupportaround10mobilestations.After that,the

QGSresponsetime increasessigni�cantly.

Figure12 shows the handoff delaywhich includesthe QGSresponsetime plus the Mobile

IP handoff delay. In the experiment,we assumethat eachMS roamsinto a domainwhich does
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Figure11: QGSresponsetimevs. numberof mobilestations

not have theMS's QoSpro�le. Therefore,theMS needsto negotiatewith thenew domainafter

handingoff. Thus,in additionto Mobile IP handoff delay, theQGSresponsetimeis alsoincluded.

Similar to Figure11,Figure12showsthatthehandoff delayincreaseswhenthenumberof mobile

stationsincreases.Figure12 shows that in our testbedthe QGScould supportaround9 mobile

stations.

Figure13 shows theexperimentalresultsof usingvic, a real-timevideo-conferencingapplica-

tion. Thedataratesreportedin thegraphareobtainedby collectingthetcpdumpoutputontheRTP

packetsof thevic. Using the time stampsavailablein thedump,thedatarateat variousinstants

werecalculated.

Initially, bothMS andCH arein thesamesubnet.TheMS negotiateswith theQGSby using

DSNPfor a videorateof 200Kbps. Oncethe requestis admitted,theMS roamsaway from the

CH. The MS changessubnettwice thereforetherearetwo IP handoffs which areperformedby

Mobile IP. The MS thennegotiateswith the QGSby DSNPagainfor a video rateof 100 Kbps.

After it is accepted,theMS roamsbackto thesamesubnetof theCH.Therearetwo IP handoffs on

thewaybacktoo. Figure13 indicatesthattherearetwo majordifferentvideorates:200Kbpsand
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Figure12: Handoff delayvs. numberof mobilestations

100Kbps. It alsoindicatesthatthesimilar ratecanbemaintainedafterhandoffs. During handoff,

however, thevideoratedropsandthenreachesa peakpoint. This is becausepacketsarestopped

whenMobile IP performstheIP handoff. ExcesspacketspassthroughQLN immediatelyafterthe

IP handoff is done.

7 Conclusionand Futur eWork

Dynamicservicenegotiationallows usersto adapttheir needsdynamically. It alsoallows service

providersto betterutilize the network. In this paperwe have presenteda new protocol,DSNP,

for dynamicservicenegotiation.Thestrengthof DSNPis that it is independentof theunderlying

link layers,andhencecanbe very useful for a mobile usermoving in a heterogeneouswireless

environment. Also, the proposedprotocol has lessoverheadin termsof the stateinformation

storedat the routers,and the amountof signalingrequired. Throughexperimentalresultson a

wirelesstestbed,we validatedtheusefulnessof DSNP. Our experimentalresultsshow thatDSNP

indeedachievesits designobjectiveof providing scalableservicenegotiationin mobilenetworks.

An importantaspectof servicenegotiationis pricing. Pricingof network servicesis quitecom-
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Figure13: DSNPexperimentwith realapplication

plicatedandis a researchareaby itself. It is not clearat this point ashow to quantify theprice,

sincethe basicunit (currency) may vary geographically. The currentversionof DSNPdoesnot

includepricing,andmorework is neededto extendtheprotocolto coverthis importantaspect.An-

otherrelevant issuein servicenegotiation,especiallyin wirelessenvironments,is security. There

shouldbeanauthenticationmechanismfor bothDSNPclientandserver to ensurethatindeedthey

aretalking to thecorrectentities.Theprotocolin its presentform, doesnot performany kind of

authentication.Additionalefforts areneededto enhanceDSNPby incorporatingsecurity.
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