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Abstract

This paperdescribeghe designprinciplesand implementationof Dynamic ServiceNe-
gotiation Protocol(DSNP).DSNPis a protocolto negyotiatethe ServiceLevel Speci cation
(SLS)atthelP layer It canbe usedfor servicenegotiationfrom hostto network, network to
host,andnetwork to network. Dynamicnegotiationnot only provides e xibility to theusers,
but alsoletsserviceprovidersbetterutilize their network resourcesDSNPcanbeusedin both
wireline and wirelessnetworks. It is, however, particularly usefulin a mobile environment
on accountof its light-weight. The usefulnes®f DSNPis demonstratedn a DiffServ-based

wirelesstestbed.
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1 Intr oduction

Todaymary differentwirelesssystemsxist, rangingfromwirelessPersonahreaNetworks(PANS),
wirelessLocal AreaNetworks (LANS) to outdoorcellularsystemsEventhoughthesesystemsare
evolving now, they arebeingdevelopedindependentiyandareincompatiblewith oneanother In
spiteof ITU IMT-2000's effortsto unify thethird generatior{3G) wirelesssystemsit is widely be-
lievedthattheincompatibilitywill continueto existin future. No wirelesstechnologyhasemeged
asa commonandlong-termuniversalsolution. As aresult,a mobile userwith ubiquitousconnec-
tivity is expectedto have multiple radio interfaces,so thatthe usercan choosethe interfacethat
providesthe bestinstantaneousonnectity. While this will ensureubiquitousconnectvity, the
mobile userwill experiencevariedlevelsof servicedependingon thewirelesssystem.

It is alsoexpectedthata userwill maintainconnectvity throughdeviceswith diverseabilities.
For example,a PersonalComputerPC) may be usedat homeor insidean of ce. While driving,
asmallhandsewill be moresuitable.A PersonaDigital Assistant(PDA) or laptopcanbe used
whentraveling. Thesedevicesdiffer notonly in their processinggndcommunicatiorcapabilities,
but alsoin the applicationsthey canrun. Thus,ubiquitousconnectity resultsin heterogeneous
link layertechnologiesand diverseuserterminals. In sucha dynamicernvironment,it is hardly
possiblefor a serviceprovider to ervision the servicerequirement®f the usersandprovisionthe
network accordingly Usersarealsohardlyto projectwhatlevel of servicethey really need.

As the userwill be chagedfor the servicesoffered,a userwould not wantto pay for a high
gradeof serviceandnotenjoy themdueto limitationsin thelink layeror thedevice. Also, theuser
doesnotwantto beservicedatalowergrade,if ahighergradeof serviceis feasible.Suchrequire-
mentscanbesatis edonlyif theuseris allowedto negotiatetheservicerequirementslynamically
For example,a premiumusercarryingadevice with limited capabilitiescandynamicallylowerthe
servicequality thatmatcheswith theusers device. Theusercanagainupgradeheservicequality,
oncethe userobtainsa device with superiorcapabilities.Similarly, a serviceprovider may adwer

tise a lower price for the services|f the network resourcesre underutilized. During periodsof



overload,theserviceprovider cannegotiatewith usersto lowertheir servicegrade.

Dynamicservicenegotiationoffers e xibility in providing quality of service(QoS)to amobile
user Realizingthis, next generatiorwirelessinitiativessuchas3GPPand3GPP2have mandated
dynamicservicenegotiation capability For instanceit saysin 3GPPTS 23.107that “QoS be-
haviour shouldbe dynamic, i.e., it shall be possibleto modify QoSattributesduring an active
sessiori. [1]. Similarly, 3GPP2X.S0013-002peci esthat “Dynamic QoSNejotiation and Re-
sourceAllocation: Changes(upgradingor downgmading)of QoSprovidedto anactivelMS session
shallbesupportedasedoneithertherequestromthelM applicationor thecurrentnetworkloads
or radiolink quality” [2]. Thisdynamicservicenegotiationshouldbe supportedn thetime scale
of usermobility anda mobile usershouldbe ableto negotiatewith the homeandyvisiting service
providersdynamically Whenthe useris roaming,the homeanduvisiting providersshouldalsobe
ableto negotiatewith eachotherto decidethe servicethatcanbe offeredto theuser

While theadvantage®f dynamicservicenegotiationhave beenacceptedthereis no universal
standargrotocolfor carryingoutthe samen anend-to-endashion.Althoughthe 3GPPinitiative
hasproposeda protocolfor negotiatingthe Radio AccessBearer(RAB) [3, 4], it is speci ¢ for
the UMTS architectureandis restrictedonly to theradiolink in 3GPPnetworks. As IP (Internet
Protocol)is becominga promisinguniversalnetwork-layerprotocolover all wirelesssystemsin
this paperwe proposeDynamic ServiceNegotiation Protocol (DSNP)— a protocol to negotiate
Servicelevel Speci cations(SLSY atthelP layer DSNPcanbe usedfor dynamicservicenego-
tiation from hostto network, network to network, andnetwork to host. SinceDSNP negotiatesat
layerthree,it canbe usedfor end-to-endservicenggotiationin a network with heterogeneougk
layers. In addition,asit is basedon IP, DSNP could be usedfor arny IP-basechetwork including
3GPR3GPP2andthelnternet.

The restof the paperis organizedasfollows. In section2, we enumeratehe essentiachar

acteristicsof any servicenggotiationprotocol. Undersection3, we compareandcontrastDSNP

YA SLS[5] is a setof parametersThe parametersindtheir valuestogetherde ne the serviceofferedto atraf c
streamby a Differentiated-Servicdomain.



with otherrelatedprotocols. Section4 providesan overview of DSNR while section5 describes
the detailsof the protocol. We discussour experimentatioron a real-life testbedn section6, and

nally concluden section?.

2 Characteristics of a Service Negotiation Protocol

In this sectionwe delineatehe essentiatharacteristicef any protocolfor dynamicservicenego-

tiation.

1. Transpaencyto link layertechnolagies: Althoughdiversewirelesscommunicationsystems
exist, they essentiallyconsistof severalRadioAccesNetwork§ RANs)anda Core Network
A RAN providesradio resourcege.g.,radio channels¥or mobile usersto accesshe core
network. Thecorenetwork is typically awireline network usedto interconnecRANs andto
connectheRANSsto othernetworkssuchasthelnternet.It is expectedhatdifferentkindsof
RANSs, eachoptimizedfor distinctive ernvironmentsandservicerequirementsyill coexistin
thefuture. To inter-operateandsupportuniversalroaming,the corenetwork potentiallywill
be basedon IP. Figure 1 givesa schematiaepresentationf a heterogeneouwirelessnet-
work. TheRAN couldbebasednary link layersuchasWLAN, 2.5G,or 3G technologies.
If a mobilein RAN 1 is communicatingo anothemmobilein RAN 2, thetrafc hasto go
throughheterogeneousnk layers,namelythroughRAN 1, theP corenetwork, and nally
throughRAN 2. Henceit is requiredthatany protocolaimingto do end-to-endservicenego-
tiation shouldbe compatiblewith all layer2 technologiesSucha protocolwill alsoprovide

theneededransparengcfor ausermoving betweerdisparatevirelesservironments.

2. GenericQoSArchitecture: Traf c betweertheendhostsmayhaveto passhroughnetworks
ownedby several serviceproviders. Hencefor compatibility;, the protocolusedfor end-to-

endservicenggotiationshouldadopta QoSarchitecturghatis commonlyused.



Figurel: An exemplaryheterogeneousirelessnetwork

3. Light-weight: The servicenegotiation protocol will be usedacrossdevices with varying
capabilitiesn termsof battery computingpower, andmemory Thereforejt shouldbelight-
weight. Extendingprotocolsthat are originally developedfor otherpurposego do service
negotiationmight becometoo complex for a mobile device, whencomparedo a protocol

dedicatedustfor this purpose.

4. ReducedSignaling Overhead: The protocol shouldbe scalablein termsof the signaling
requiredbetweenthe mobile andthe serviceprovider. For example,considera mobile en-
joying a certainservicethathasmovedto an adjacennetwork/cell with enoughresources.
The mobile shouldnot be requiredto negotiatefor the sameserviceagain,just becauset
hasmovedto a new network/cell. In addition, the protocol shouldnot demandperiodic
signalingbetweemetwork entitiesto refresha servicethat hasalreadybeenagreedupon.

Signalingconsumegpreciousresourcdik e bandwidthandbatterypower, andhenceshould



beminimized.

3 RelatedWork

Several protocolshave beenproposedn the literaturefor dynamicservicenegotiation. The Re-
sourceNgotiationAndPricing (RNAP) protocoldevelopedoy Wangetal [6] enablesuser/service
providerto dynamicallynegotiatea contractedervice allowing priceandtransmissiorparameters
to beadjustedaccordingto changesn network conditionsanduserrequirementsRNAP requires
theroutersalongthe signalingpathto maintaina softstate resultingin anincreasedtorageover
head. Furthermorethe protocolnecessitatea hostto periodicallysendmessageto refreshthe
soft state wastingbandwidthandenegy, bothof which areata premiumin wirelessnetworks. In
addition, this protocoldoesnot take mobility into consideration As a result,wheneer a mobile
movesto a new location, additionalsignalingis requiredbetweenthe userandthe network for
establishinganalreadynegotiatedservice.

Another protocol that hasbeenproposedin the literaturefor servicenegyotiationis COPS-
SLS|[7], whichis anextensionof the CommonOpenPolicy Service(COPS)[8] protocol. While
suchan extensionto COPSdoesenablea network entity to negotiate,it increaseshe compleity
of thealreadysophisticategbrotocol. Hence it remainsto beseenf COPS-SLSwill beviablefor
deviceswith limited resourcesuchasPDAs. Servicenegotiationprotocol(SrNP)[9] is aprotocol
dedicatedor servicenegotiationin wired networks. This protocolis notspeci c to any SLSformat
andis generalenoughto be appliedfor negotiatingany documentwhich in the form of attribute-
valuepairs. On accountof the generality STNP messagesould potentiallyhaze computationally
expensve, verbosetextual encodingswvhich affectsthe protocol's applicability for deviceswith
limited capabilities.

Simplelnter-domainBandwidthBroker Signaling(SIBBS)[10] is a protocolproposedy the
QBonegroupto enablecommunicatiorbetweertwo bandwidthbroker peersn adjacentiomains.

This protocolrequireshesignalingend-pointdo maintainlong lived TCP connectionsandthere-



fore may not be suitablefor a wirelessenvironmentwith mobile hosts.IETF's Next Stepin Sig-
naling (NSIS) charterhasrecentlyproposeda QoS signalingprotocolreferredto as“QoS NSIS
SignallingLayerProtocol(QoS-NSLP)"[11]. QoS-NSLPtoo usessoft-state peerto-peermrefresh
messageasthe primary statemanagemennechanismAs saidearliet suchperiodicrefreshmes-
sagexonsumebothwirelessbandwidthaswell asthe batterypower of a wirelessdevice. Hence
QoS-NSLPmay not be well suitedfor wirelessernvironments. A comparisonof someservice
negotiationprotocolscanbefoundin [12].

In designingDSNR we have takeninto consideratiorboth usermobility andthe wirelessen-
vironments constrainton bandwidthandpower. A mobile usingDSNPfor servicenegotiationis
not requiredto maintaina continuousT CP connectionnor is it requiredto sendperiodicrefresh
messagesAlso, whenthe mobile movesto a new location, it is not expectedto do ary addi-
tional signalingto establishan alreadynegotiatedservice provided the new network hasenough
resourceso supportthe service.Thus,DSNPis moresuitedto wirelesssettingsthanthe existing
protocols.

In additionto the above, severallink layer servicenegotiation protocolshave alsobeenpro-
posed. 3GPPhasproposeda protocolfor dynamicallynegotiating and re-negyotiating the RAB
servicein 3GPPnetworks [3,4]. However, it is a link-layer protocoland can be usedonly for
negotiatingserviceoverthel , interfacein 3GPPnetworks. At thelP layer, the PDP (Packet Data
Protocol) Context Modi cation in 3GPPnetworks can modify the QoS pro le of anactive ses-
sion[13,14]. However, the PDP context is con ned betweemmobile stationand Gatevay GPRS
SupportNode (GGSN) only. It cannotbe usedfor end-to-endservicenegotiationin heteroge-
neousnetworks. Both RAB negotiationand PDP context modi cation canbe usedonly in 3GPP
networks,andcannotbe usedin differentwirelesservironments.

Thereareotherwork in the openliteraturethatdiscusQoSnegotiation[15-17]. They primar
ily focuson devising stratgiesfor acceptingor rejectinga requestso that the systemutilization
is maximized. They do not describethe mechanicsof QoS negotiation. Our work is not con-

cernedwith devising optimal strategiesfor admissioncontrol. We aim at developinga standard



methodologyfor servicenegotiation.

4 Qverview of DSNP

In this sectionwe provide anovervienv of DSNR in termsof its featuresandoperation.

4.1 Compatibility with Link Layer Technologies

As stateckarlier anend-to-endervicenegotiationprotocolshouldbeindependendf thelink layer.
DSNP achieresthis by carryingout the servicenegotiationat the networklayer, andIP is taken
asthe network layer protocol. IP, alreadyan universalnetwork-layerprotocolfor wireline paclet
networks,is alsobecominga promisinguniversalnetwork-layerprotocoloverall wirelesssystems.
Theaccessietworksandthecorenetworksin the next generationnitiativeslike 3GPPand3GPP2
will bebasednIP. IPis ervisionedto provide aglobally successfubpeninfrastructurdor services
andapplications Suchanall-IP wirelessandwireline network could alsomake wirelessnetworks
more robust, scalable,and costeffective. Thusit is viable to considerlP asthe network layer
protocol.

The advantageof neggotiatingat the network layer is that, usersonly needto understanane
protocolandnegotiateat the IP layer whenroamingin a heterogeneousrvironment. They need
notknow thespeci c radionegotiationprotocolfor roaminginto a particularradioaccessietwork.
This doesnot meanthatif DSNPis used negotiationattheradiolink layeris notusefulor aradio
negotiationprotocolis not necessaryThe strengthof DSNPIliesin providing acommonplatform
for dynamicallynegotiatingend-to-endservicesacrosancompatiblewirelessnetworks. This also
implies that the mapping/intetworking betweenDSNP andthe radio QoS protocolsneedsto be

de ned. However, this subjectmatteris outsidethe scopeof this paper



4.2 QOSAr chitecture

As the ngyotiationtakesplaceat thelP layer, DSNP's QoSarchitectureshouldwork well in anIP
setting. The IETF hasproposedvariousframenorks for providing QoSon IP networks, suchas
DifferentiatedServicegDiffServor DS) [18], IntegratedServiceqIntServ)[19] with RSVP[20],
and Multi-Protocol Label Switching (MPLS) with Constraint-basetlabel Distribution Protocol
(CR-LDP)[21]. It is well known thatthe per o w resenation stratgy of IntServwith RSVPfor
signalingandresenationis not scalableto large networks. DiffServis a promisingtechnologyfor
providing QoSover IP networksin a scalablemanner It is very likely thatQoSwill be provided
in the corenetworksof 3GPPand3GPP2architectureshroughDiffServ[22,23]. Consequentlyt
followsto designDSNP's QoSarchitecturen theframework of DiffServ Figure2 shavsthe QoS

architectureof DSNR which consistf threemajorcomponents:

Mobile Station(MS): MS is the device thatallows usersto communicateandalsoprovides
meansof interactionbetweenusersandthe networks. Traf ¢ is generated/receed by MS

andmaybe queuedn the MS while waiting for transmission/reception.

QoSGlobal Server(QGS):As shawvn in Figure 2, thereis one QGSin eachadministratve
domain.TheQGShastheglobalinformationof theresourcevailablein thewholedomairt.
Essentiallyit is a BandwidthBroker (BB) with extensionfor wirelessnetworks. The MS
interactswith the QGSwhenit requestscertaindegreeof QoSin the domain. The QGS
is the entity for QoS neyotiation and signalingbetweenthe MS and the network control
systemj.e. it is in the control plane The QGSdecidesvhatservicesareavailablefor each
MS andsendsthe decisionto the relatededgenodes. The QGSis anintelligent entity for
decisionmaking,andit essentiallyfunctionslik e a Policy DecisionPoint(PDP)in thePolicy

Frameavork [8, 26].

ZThe exactmechanism&mployed by the QGSto gatherthis informationare outsidethe scopeof this paper For
instance the QGS canuseprotocolssuchas SNMP [24] or QOSPF25] to collectinformationaboutthe resources
availablein thedomain.



Domain 1 Domain 2
External IP Network

Figure2: QoSarchitecturdollowedin DSNP

QoSLocalNode(QLN): QLN is theedgerouterresidingin the boundaryof the DS domain
asdepictedin Figure2. QLN doesnot interactwith MS directly for QoS neggotiationand
signaling. It providesthe local resourceavailability informationto the QGS, which takes
decisionson admitting a request. After allocatinga certaindegreeof QoSto a MS, QGS
sendsthis informationto the QLN servingthat MS. Basedon this information, QLN per
formsconditioningonthetraf ¢ originating/terminatingtthe MS. It functionslike aPolicy
EnforcemenPoint(PEP)de nedin thePolicy Frameavork [8,26]. In contrasto QGS,QLN

handlegheactualtrafc, andthusit isin thetransportplane
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Othercomponentsn a wirelessDiffServnetwork suchasDHCP [27] sener and Authentica-
tion, Authorization,and Accounting(AAA) sener areassumedo be present.By separatinghe
controlandtransporiplanesthe architecturdoecomese xible for addingnew servicesandoffers
easyinteroperabilitywith legag/ networks.

Giventhe centralizedhatureof QGS,one may wonderaboutthis architectures scalability It
is to be obsened that the above architectureseparatesignalingtrafc from datatrafc andthe
QGSis responsibldgor handlingonly the signalingtrafc. Whencomparedo datatrafc, the
signalingtrafc is muchsmallerandhenceQGSshouldbeableto handlealarge numberof users.
It is alsoto be notedthat suchcentralizedcontrollershave beensuccessfullyemployed in other
IETF protocolssuchasMegaco[28], COPS[8], andMiddlebox[29]. Thereforejmplementinga
centralizedQGSis certainlyscalable.Alternatively, if needbe,the QGScanbe implementedn
a distributed set-uptoo. Multiple QGSscanbe installedaroundthe domain,andtheir databases
canbekeptsynchronizedhroughsynchronizatiomprotocolssuchasSener CacheSynchronization
Protocol(SCSP)30]. With synchronizedlatabasesheresponsibilityof servicingdifferentRANs
in the network canthenbe partitionedamongthedifferentQGSs.

Thearchitecturaliscussedh thissectionis genericandcouldbeappliedto any QoSframewnork
basedon DiffServandpolicy-basedQoSmanagementDespitetherebeingmary differencede-
tween3GPPand3GPP2networks,a genericpaclet-switchedhetwork of 3GPPand3GPP2could
be presentedy Figure 3 [14,31,32]. In Figure 3, the Policy DecisionFunction(PDF) in both
3GPPand 3GPP2networks functionsasthe PDP/QGY22,23]. The PEP/QLNmight resideon
GGSN/PDSNor othercomponents.Although DSNP s illustratedby usingthe architecturede-
pictedin Figure2, it shouldbe applicableto other DiffServ and policy-basedQoS architectures

suchas3GPPand3GPP2networks.

11
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RNC: Radio Network Controller BSC: Base Station Controller

Node B BTS: Base Transceiver System

Figure3: Genericarchitectureof 3GPPand3GPP2networks

4.3 QoSManagementand Mobility in DSNP

In a DiffServ network, traf c with differentservicerequirementsare marked differently, andare
treateddifferently at eachrouter The markingis doneat the edgerouterwherethetrafc rst
entersthe domain. At this edgerouter, the traf c is alsochecled for conformanceand shaped
accordingly SinceDSNP's QoS architectureis basedon DiffSery the ingressrouter servinga
speci ¢ MS shouldbe aware of its QoS requirementsso that the trafc can be appropriately
markedfor service.ln wired networks, it is easyto identify theedgerouterthathasto dothetraf ¢
conditioningfor a speci c user However, in wirelessnetworks, the edgerouterthatsenesa MS
keepschangingdueto mobility. The problemin wirelessnetworksis to trackthe locationof the
userandinform theappropriateedgerouteraboutthe MS's QoSpro le.

Oneway of solvingthis problemis to relocatetheedgerouterandtransfeitheMS's QoSpro le

to the new edgeroutereachtime whenthe usermoves. This approachhowever, mayincreasehe

12



hand-of delay Theotherway of solvingthis problemis to let all edgeroutersin thedomainknow

the servicerequirementof a MS. Eachtime the MS negotiatesfor a new service,the updated
requirementsare broadcasto all edgerouters. Thusit canbe madesurethatirrespectve of the

MS's location,its traf ¢ will alwaysbe conditionedasperthe latestQoSpro le. While suchan

approachs simple, it is plaguedwith inef ciencies. It is far from beingeffective to replicatethe

sameQoSpro le in all theedgerouters,asmary edgeroutersmaynever havetrafc comingfrom

or going to a given MS. Also, the databasen the edgerouterswill be hugeif thereare mary

mobile usersin thedomain.In addition,oncea MS changests QoSpro le, the sametransaction
for updatingthe databasenustbe performedat all the edgerouterswhich is time consuming.

The QGSis acentralizedepositorythatretainsthe QoSpro le of all theusersin thedomain.
It mayalsoknow the network topology Basedon this centralizedavailability of locationandQoS
information,we candeviseasimple,yetscalablemobility managemergchemelLet E ; (t) denote
the edgerouterthat senesthe RAN Ry (t) whereaMS U is locatedattimet. Let Ny(t) bethe
setof edgeroutersthatsene the RANs neighboringR (t). Let usassumehatthe sub-netvorks
senedby Ry (t) andNy(t) have enoughresourcedo supportthe MS's QoSpro le. If the MS
choosego roam,with probability 1:0it will movein to aRAN senedby eitherE (t) or oneof the
memberf Ny (t). If Ey(t) andtheroutersin N (t) areall informedaboutthe MS's QoSpro le,
the MS cancontinueto enjoy the negotiatedservicein thenew RAN withoutary delay Thusit is
sufcient if Ey(t) andNy(t) alonemaintainthe MS's QoSpro le.

Therearevariouswaysto keeptrackof E(t) andNy(t). AssumingeachRAN formsan|P
subneton its own, and hasa setof associatedP addresseslf a MS movesfrom one RAN to
anotherit couldobtainanew IP addresgrom theDHCP senerin thenew RAN. Onreceving the
requestor a new IP addresgrom a MS, the nev DHCP sener could inform the QGSaboutthe
MS's new IP address.The QGSthusunderstandshatthe MS hasmovedinto a nev RAN, and
updateghenew E (t) andNy(t) with the MS's QoSpro le. Thereforethe MS canmove freely

in the new network enjoying theserviceswithoutitself having to performary additionalsignaling

13



for the QoSsupport. Theroutersin thesetof Ny (t) andE(t) arecollectively referredto asthe
potentialedge routers.

We notethat while the above schemeas more scalablethanthe naive broadcastit is not the
optimal. The optimumupdateschemes the onewhereinthe QGS accuratelypredictsthe new
locationof a MS andupdatesherelevantE (t) routeralone.However, sucha schemewould also
introduceadditionalload on the QGS,in termsof runningpredictionalgorithmsfor determining
the locationof eachof the MSsin the network. While the proposednechanisnof adwertisinga
MS's QoSpro le is notoptimum,it doesnotintroduceary computationabverhead®nthe QGS.
In otherwords,the proposedschemdriesto achiere a balancebetweenstorageoverheadn the

edgeroutersandcomputationabverheadatthe QGS.

4.4 DSNP'sWorking

Having discussedhe QoSarchitectureandmobility managementye now describeDSNP's work-
ing underdifferentscenarios.As indicatedin Figure2, we assumeDHCP andAAA senersare

presentNew IP addresss obtainedrom DHCP sener.

Initial negotiation after powering up

Whena MS is poweredup, it registerswith the DHCP sener to obtainan P addressBeforethe
MS cancommunicatevith any othernode,jit hasto negotiatetheservicedor itstraf c. Negotiation
is initiated with the QGSif the MS doesnot have ary existing services.On receving a request
from aMS, the QGSchecksto seeif enoughresourcesreavailablein the domainto provide the
necessargervice.The mechanisnby which the QGSallocategesources$or aMS, andarrivesat
thedecisionof admittinga new requests outsidethe scopeof thiswork. Thiscanbedonein mary
differentways,for examplelocal predictiveresoucereservatiorpresentedn [33].

The QGSmayalsoconsultwith the AAA seners(for accountingandauthorizatiorpurposes)

*The MS may have to initiate additionalQoSsignalingif the sub-netverk into which it movesis congestedWe
shalldiscusghis scenarian section4.4.

14
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SLS_NEGO_RESPONSE

actual traffic

Figure4: Example o w for initial set-up

or with QGSin otherdomains(shouldthe MS send/receie traf ¢ to/from otherdomains) before
decidingto offer the requestedervicesto the MS. If thereare not enoughresourcego provide
theservice,or if the MS is not authorizedo receve therequestedervice the QGSsendsacka
negative acknavledgmentto the MS. The negative acknavledgmentalsoincludesthe reasonfor
turningdown the requestanda list of serviceghatthe MS cancurrentlysubscribgo. Including
suchinformationmightinducethe MS to negotiateagainfor a differentservice which otherwise,
may notrengotiateat all.

If the QGSacceptgheservicerequesof the MS, it informsthetherelatedQLNs sothatthey
canconditionthe MS's traf ¢ accordingly COPS[8] or SNMP [24] canbe usedfor communi-
cationbetweenthe QGSandthe edgerouters. The QGSthensendsa positive acknavledgment

to the MS, afterwhich the MS canstartenjoying the new service.This sequenc®f operationgs
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Figure5: Example o w for re-ngyotiatingSLS within the samedomain

conceptuallyshovn in Figure4.

Re-negotiatingan existing QoS

OnceaMS is up andthe QoSnegjyotiationis done,the MS is freeto move within the samedomain
without any QoSsignaling. However, the MS may wantto changethe SLS andreneyotiatewith
the network for new servicelevel. Figure5 plotsanexample o w for this purposelt is similarto

Figure4 exceptthatthe MS hasthelP addresandthelist of SLSalready

Intra-domain mobility

WhenaMS roamsin to anenv RAN within thesameadministratvedomain,i.e.,thedomainsened
by thesameQGS,theMS mayobtainanew IP addressAs discussedh sectiord.3,its QoSpro le

would have beensentto all thepotentialQLNs by the QGS.If thenetworkssenedby thepotential
QLNSs have the requiredamountof resourcego supportthe MS's QoS pro le, thenthe MS can
transmit/receietraf ¢ withoutary additionalQoSsignaling.Figure6 depictsanexample o w for

moving within the samedomainbut differentlP subnet.
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actual traffic

Figure6: Example o w for moving within thesamedomain

Let us now considerthe casein which a MS movesfrom subnetR to a new subnetR? such
that R° doesnot have enoughresourceso supportthe MS's currentQoSpro le. In this scenario,
assoonasthe MS movesinto R® the QGSnegotiateswith the MS for areducedevel of service.
Sincethe QGS hasa global knowledgeof the resourcesavailablein the entire network, it can
presenta new servicelevel that canbe supportedoy R% The mobile caneitherchooseto accept
this new (reduced)servicelevel or terminateits contractaltogether The mobile canre-negyotiate

for animprovedserviceonceit hasmovedout of R®

Inter-domain mobility

Whena MS movesto a new administratve domain,usuallyit needdo initiate the QoSsignaling
with the new QGS.The new QGSchecksfor the resourceavailability andmay also consultwith
thenew AAA sener, old AAA sener, andtheold QGSto decidewhetherit shouldadmitor reject
the QoSrequest.After that, the operationis similar to whathasbeendescribedabove. Figure7

illustratesanexample o w whena MS roamsinto a new domain.

4.5 Inter-working betweenDSNPand RAN admissioncontrol mechanisms

Thissectionbrie y commentontheinter-play betweerDSNPandRAN admissiorcontrolmech-

anisms althoughthis topic is outsidethe scopeof this paper In a 3G wirelessnetwork, an user
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Figure7: Example o w for roaminginto a nev domain

would negotiatehis/herservicerequirementsvith the QGSin the corenetwork usingDSNRP Since
the QGShasa completeknowledgeof theresourcesvailablein the entirenetwork (includingthe
RANS), it candecidethroughsomeadmissioncontrolmechanisnthe admissibility of the negoti-

atedservice.DSNP's operationis independenbf the admissioncontrol mechanismsisedby the
QGSandthe RANs. Consequentlyits deploymentdoesnot con ict with the operationof ary ad-
missioncontroller However, con icts betweerthe QGSandRAN admissiorcontrollerscanarise,
eitherwhenthe QGSdoesnot have a completeknowledgeof theresourceavailability or whenthe
QGSandRAN admissiorcontrollersusedissimilaradmissiorcontrolmechanismsin eithercase,
the con ict canberesohed by having the QGS checkwith the QLN controllingthe MS's RAN

beforeacceptingherequestedervice.lf the RAN doesnot have enoughresourcesthe QGScan

thenuseDSNP to re-negjotiatethe servicewith the userto a level that canbe supportedoy the
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RAN.

5 Protocol Details

In this sectionwe discusgheservicemodelof DSNPandDSNP's messages.

5.1 DSNPSewice Model

Sofar, we have usedthetermsQoSpro le, andserviceagreemento alludeto the serviceoffered
by the network to auser In DSNR the“QoS pro le” of auseris referredto asthe users Service
Level Speci cations(SLS)[5]. SLS describeghe trafc characteristicof IP 0 ws originating
from/terminatingat the users equipmentandthe serviceguaranteesffered by the network for
these ows. It is this SLS that getsnegotiatedusing DSNR The SLS is composedf various
attributes,and so far no standardnodelshave beenacceptedn the literaturefor de ning it. In
DSNR we follow a modelsimilar to the onefoundin [34], andcharacteriz&LS by the following

attributes:

1. ScopeSpeci cation: The scopeof a SLS refersto the topology or the geographicabrea
over which the servicehasto be offered. The scopeis speci ed by enumeratingheingress
and egressroutersfor the trafc associatedvith the SLS. The ingressand egresspoints
respectrely denotethe entry andexit pointsof thetrafc relative to the network. It is not
necessaryhata usershouldbe aware of the scopeof his/hertrafc. In casethe userdoes
not have ary knowledge aboutthe ingress/gresspoints, the protocol offers an option of
specifyinga wild-card addressn the scope. This speci cation also offers a mechanism
for carryingout QoS managemenfior a mobile user For example,if a MS cande ne the
ingress/gresspointsfor its trafc, thenit is clearthat, its mobility is restrictedto those
RANs senedby theingressrouters.Thusit is sufcient if only thoseedgerouterslistedin

thescopeareinformedof the MS's servicerequirements.
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2. Flow Speci cation: A ow is de ned asa distinguishablestreamof relateddatagramse-
quiring the sameQoS.Associatedvith eachSLS area setof o ws. The o w speci cation
attribute identi es the o wsthatbelongto the SLS beingnegotiated. The o ws areidenti-

ed by specifyingoneor moreof the parametersuchassourceanddestinatiorlP addresses,
sourceanddestinatiorportnumbersandDS codepoints.Basedon thesespeci cations the
ingressouterclassi esthe paclketsandmarksthemwith theappropriatddS codesothatthe

pacletsbelongingto these o ws enjoy the negotiatedservice.

The set of allowed valuesfor ow and scopespeci cationscan be in uenced by the IP
routing schemeusedin the domain. For example,if the o w is speci ed by the source(S)
anddestination D) addressesndthescopss left unspeci ed,thenit impliesthatthetraf c
betweers andD neednotuseary speci ¢ ingressandegressoints. Theingressandegress
aredecidedoy theunderlyingroutingscheméasedntheaddres®f S andD . Ontheother
hand,if thescopes de ned by speci c ingresql ) andegres§E ) points,thenit is clearthat
thetrafc mustgothroughthepathS! 1! E ! D, whichmayor maynotbeallowed

by theunderlyingroutingscheme.

3. Trafc Speci cation: Thetrafc speci cationprovidesan effective descriptionof the o ws
associatedvith the SLS. The ows in a SLS arecharacterizedby their peakrate, average
rate,and minimum paclet size. Basedon thesetrafc speci cations,the ingressnodesat
the network do a conformanceestingon the paclets that belongto the specied o ws.
Only thosepacletsthat conformto the trafc speci cationsenjoy the negotiatedservice.
Paclets that do not conformto the negotiatedtrafc parametersan be dropped,shaped

and/orremarled.

4. PerformanceGuaranteeSpeci cation: This describeghe serviceguaranteethatthe o ws
identi ed by the o w ID andconformingto thetraf c speci cationswill enjoy overthegeo-
graphicalregiongivenby thescope.Theserviceguaranteearegivenin termsof parameters

like delay jitter, paclket loss and throughput,and can be speci ed either quantitativelyor
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gualitatively A parameters saidto be quanti ed if ade niti ve numericalvalueis assigned
to it. A qualitatve parameters onewhosevalueis setin comparisorwith others.In other

words,thevaluefor a qualitatve parametecannotbe quanti ed.

5. ServiceStheduleSpeci cation: This elucidatesthe startand endtimes of the negotiated
service,i.e., it indicateswhenthe servicewill becomeavailable. This attribute helpsin the

negotiationof futuristic serviceguarantees.

6. SLSIdenti er: EachSLSis recognizedy auniqueidenti er. This offers e xibility in terms
of enablingaclientto negotiateaparticularattributeof aSLS.TheSLSID is usuallydecided

by the network serviceprovider.

5.2 DSNPMessages

DSNP hasseveral messagesle ned in orderto carry out differentaspectsof negotiation. This
sectiondescribeshevariousmessagespeci edin DSNP Beforethat,we will introducetheterms

of DSNPClientandDSNPServer
DSNPClient: A DSNPclientis theonethatinitiatesthe SLS negotiation.
DSNPServer. A DSNPseneris theonethatrespondgo the SLS negotiation.

Thetermclient doesnot alwaysreferto theusef . It canreferto eithera hostor the network.
For example,whena hostwantsto negotiatewith the serviceprovider for a SLS,the hostactsas
theDSNPclient. Theserviceprovider actsasthe DSNPsener. Whena serviceprovider initiates
the SLS negotiationwith a host, the serviceprovider actsasthe DSNP client andthe hostacts
asthe DSNPsener. Whena serviceprovider negotiatesa SLS with anotherserviceprovider, the
formeractsasthe DSNPclientandthelatteractsasthe DSNPsener. Thusthe entitiesreferredto
by thetermsclientandserverarecontect sensitve.

We now explainthe DSNPmessages the context of anintra-domainservicenegotiation.

{ Thetermsof hostanduserhave beenusedinterchangeabljn this paper
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SLSLIST.REQUEST This messagés sentby a DSNPclientto the DSNPsenerto request
for alist of SLSsofferedby the DSNPsener. A DSNPclient may sendthis messagevhen

it hasjust bootedup anddoesnot have ary SLSparameters.

SLSLIST RESPONSEThis messagés sentin responseo the SLS LIST REQUEST mes-
sage,by the DSNPsener. This messagdists all the SLSsthatareprovided by the DSNP

sener. Thetime of availability for eachservicemayalsobeincludedin thelist.

SLSNEGOREQUEST Thismessagés usuallysentoy aDSNPclientto theDSNPsenerto
requestparticularSLS.Therequeste&LScouldbeoneof thosdistedin theSLS LIST_ RESPONSE
messageAlternatively, it couldalsobecustomizedo includeasetof prede nedSLSs.This
messages usedin bothrequestingor a new SLS aswell asfor updatingan existing one.
This messageanbe sentby boththe useraswell asthe network. For example,if resources
in the network becomescarcethe network sendshis messagé¢o the hostsrequestinghem
to updatetheir existing SLSto suit the currentnetwork conditions. The DSNPsener could
offer costincentivesto the hoststhat acceptthe suggeste&LS. Similarly, whenthereare
unusedesourcesvailable,thenetwork couldalsooffer thematalower priceto theusers It
coulddo anadwertisemenby sendingout SLS NEGO.REQUEST messagewith the avail-
able SLSsandthe cost. Additionally, if the network wantsto forcefully terminatea SLS
of a userdueto somereason;t sendsa SLS NEGO.REQUEST messagéeo the userwith
appropriateelds setto ZERO.

SLSNEGORESPONSEThis messages sentin responsdo the SLSNEGOREQUEST.
This messagéndicateswhetherthe requeste®&LSis acceptedr not. If therequeste®LS
is not acceptedthen the reasonfor not acceptingis also provided. For example,if the
DSNP sener doesnot acceptthe SLS of a DSNP client dueto lack of resourcesit sends
backa responsendicatinga rejectalongwith the maximumSLS that could be supported.
Including suchinformationmightinducethe client to negotiateagainfor a differentservice,

which otherwise maynot rengyotiateatall.

22



SLSSTAT_ REQUEST This messagés sentby aDSNPclientto the DSNPsener askingfor
afeedbaclkon the statisticsof the actualusageof eachSLS. The DSNPclient could askfor
statisticdik e pacletloss,throughputaveragedelay andjitter for thetrafc o wsassociated

with a particularSLS of theclient.

SLSSTAT_RESPONSEThis messagés sentin responséo theSLS STAT_REQUESTmes-
sage by the DSNPsener. Thesener collectsthe necessarynformationandsendst to the

DSNPclientthatrequestedheinformation.

The abore messagesan also be usedfor an inte-domainnegotiation betweentwo service
providers. The serviceprovider that requestdor someserviceactsasthe DSNP client, andthe
other one providing the requestedserviceactsas the DSNP sener. The natureof interaction

remainsthe sameasdescribedabove.

5.3 DSNP Messageormat

Within eachof the messagediscussedn Section5.2, therearesereral sub-types.Eachsub-type
is concernedwith one of the several attributesof SLS describedunderSection5.1 and hasan
associateanessagdéormat. Due to spacdimitations, we haven't presentedhe messagdormats

here.Pleasaeferto [35] for adetaileddiscussioron the DSNPmessagéormats.

6 Testbedand Experimental Results

We have implementedDSNP on a wirelessDiffServ testbedconsistingof a numberof laptops,
basestations,androuters. The radio layer transportis carriedover an IEEE 802.11complaint
WaveLAN system. A cdma200G&mulatorthatemulateghe Packet Datalayerin theLink Access
Control (LAC) sublayerof cdma2000ds incorporated.Mobility managemenfor the MS is done
using either Mobile IP or Sessioninitiation Protocol (SIP) [36]. EachMS is equippedwith a

23



digital video cameraandis capableof runningvideo conferencingools. Section6.1 outlinesthe

experimentswhile Section6.2 presentshe experimentakesults.

6.1 Experiment Outline

Detailedexperimentshave beenperformedon thetestbedo testthe ef cacy of DSNP We have a
singledomainwith threewirelesssubnetsS1,S2andS3 in thetestbed We have a QG Sfor theen-
tire domainandthreeQLNSs, onefor eachof thesubnetsThe QLNs areatthe edgeof thedomain.
The domainis DiffServ enabled.As mentionedearlier the subnetsare 802.11compliantWave-
LAN systemsAs we have only oneQGSin thetestbedwe restrictoursehesin usingDSNPfor
hostto networknegotiations.Also we negotiateonly for bandwidthin our experimentsBandwidth
is allocatedat theedgeroutersusing lters implementingClassBasedQueueing CBQ).

Initially, the MS is in its homesubnet. It negotiatesfor someservicewith the QGS using
DSNR Oncetheserviceis negotiated it startsdifferentmultimediasessionsvith differentservice
requirementsThen,theMS beginsto roam.Ontheway, it terminatesomeof its ongoingsessions
andstartsnew ones.It alsodynamicallynegotiatesnew serviceratesfor its ongoingsessionsising

DSNR It roamsthroughthe othertwo subnetsaand nally comesbackto its homesubnet.

6.2 Experimental Results

We performedexperimentdy usingrealmultimediaapplicationsaswell astraf c generatorsWe

rst discusgheresultsfromtraf c generatorgasthey bring outmoreclearlythevariouscharacter

isticsof theDSNP. Themeasurementeportedn this papeweremadeatthe Correspondertiost

(CH). Figures8-12illustrate experimentalresultsby usingtrafc generatorsFigure13 demon-
strategesultsfrom arealvideoapplication.

Figure8 shavstheresultfrom UDPtraf ¢ with threedifferentservicetypes.Thetotal capacity

of thewirelesslink connectinghe MS to thewired network is around1:2 Mbps. To startwith, the

MS is in its homesubnetS1, anddoesnot negotiateary servicewith the QGS.Usingthetrafc
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Figure8: DSNPexperimentwith traf c generatofall UDP)

generatgrthe MS startsa UDP sessiorB E (besteffort) with the CH. This UDP sessiorconstantly
pumpsin datainto the network at a rateof 1.5 Mbps. Note that, asthereis no SLS set-up,this
sessionwill be treatedas best-efort by the DiffServ network. As thereis no other competing
trafc, thetrafc from BE enjoysthe entirebandwidthof 1:2 Mbps. We canseethis in thegraph
betweerthetimest = 0andt = 50sec.Thenaround: = 50sec,theMS negyotiatesabandwidthof
600K bpsfor anew ow QoS |. TheMS usesDSNPfor negotiatingbandwidthwith the QGS.
The QGSon acceptinghis negotiation,sendgshe servicepro le to thethe setof potential QLNs
After asuccessfuhggotiation,theMS startstheQoS | o w, whichis anothetUDP sessionThe
datafor QoS | sessions pumpednto thenetwork at800K bps Fromthegraph,we noticetwo

points:

1. Eventhoughthedatafor QoS | sessions pumpedat800Kbps,only the negotiatedrateof
600Kbpsreacheghe CH. This meansthe network ONLY providesthe negotiatedservice

to theuser Theexces200Kbpsis droppedat the network ingressby the QLNSs.

2. Beforethestartof QoS | sessionthesessiorB E enjoyedabit rateof 1:2 Mbps. As soon

asQoS | startedthe bandwidthenjoyed by BE falls to 600Kbps. Thisis becausethe
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sessiorQoS | hasanegotiatedservicefrom thenetwork andhences treatedpreferentially

whencomparedo BE. Theexcessdatafrom B E is droppedat thedomainedge.

After startingQoS 1, the MS beginsto roam.As it roams,it movesfrom its homesubnetS1
to anothersubnetS2. As it movesinto S2, the basestationin S1, handsit over to the basestation
in S2. Thisisthe rst handof andoccursaroundt = 170sec.The QGSin thenetwork detectghis
movementof the MS andinstructsthe QLN in subnetS2 to deliver the negotiatedservicefor the
MS. Fromthe graph,we canseethatthe o wsBE andQoS | from the MS continueto enjoy
the samenegotiatedservicein the newv subnettoo. This validatesthat evenacrosshandofs, the
samenegotiatedservicecan be maintainedwithoutadditional QoSsignaling

After moving into S2, the MS negotiateswith the QGS using DSNP askinga bandwidthof
200Kbpsfor anew UDP ow QoS |1. After asuccessfuhegotiation,the MS startsQoS 11
aroundt = 250sec.Thedatafor QoS |1 sessionis pumpednto the network at the rateof 500
Kbps. Again, excesspacletsaredropped.Fromthe graph,we canseethatassoonasQoS 11
is startedthe bandwidthenjoyed by BE falls from 600 Kbpsto 400Kbps. However, QoS |
still continuesto enjoy the samebandwidthof 600 Kbps. This meanghatarny QoStrafc in the
network continuego enjoy thenegotiatedevel of serviceevenin thepresencef otherQoStraf c.
Only thebest-efort traf ¢ suffersin the presencef otherQoStraf c.

The MS thenstartsroamingagainandmovesinto subnetS3. This is the seconchandof and
occursaroundtime t = 350sec. We againnotice here,all the o w enjoy their negotiatedQoS
evenin the new subnetwithout any additionallysignaling. After stayingin S3 for sometime, the
MS turnsbackandretracests path. It movesinto subnetS2 from S3 aroundtimet = 470sec.
From the graph,we seethat all thethree ows BE, QoS 1, andQoS 11 still continueto
enjoy thesameevelsof serviceacrosghetwo handofs. In subnetS2, the MS terminategshe o w
QoS Il aroundtimet = 540sec.As soonasthis o w is terminatedthetrafc fromBE allowed
in thenetwork increase$rom 400Kbpsto 600Kbps. After roaminginto S2 for sometime, attime
t = 650sec,theMS usesDSNPto dynamicallynegotiatea bandwidthof 400Kbpsfor its ongoing
QoS |. We seethataftera successfutlynamicnegotiation,the bandwidthenjoyedby QoS |
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fallsto 400Kbpsfrom 600Kbps. As before,thetrafc from BE increase$rom 600Kbpsto 800
Kbpsto utilize theadditionalbandwidth.

The MS then comesbackto its homesubnetS1 andthis nal handof occursaroundtime
t = 780sec. ThesessionQoS | is terminatedby the MS aroundt = 860sec. As soonas
QoS | isterminatedthetrafc from BE increaseso its initial bit rateof 1:2 Mbps.

With this experiment,we show that using DSNP we can dynamically negotiatethe service
at ary instant. We also demonstratehat the proposedschemefor managingQoSin a mobile
ervironmentcanindeedmaintainthe negotiatedservicefor various o ws even acrosshandofs
without any additionalQoSsignaling.

We repeatedhe sameexperimentwith all TCP o ws, anda mixture of TCPandUDP o ws.
Theresultsfor the casewhereall the servicetypesare TCP areshavn in Figure9. Themaximum
bandwidthon thewirelesslink duringthis experimentwasfoundto beonly 1.0 Mbpsasopposed
to 1:2 Mbps. This canbeattributedto the unusuallystrongnoisein thewirelesslink. For the case
wherethetraf ¢ is amixtureof UDP andTCP oneof theresultsis shavn in Figure10. Thesame

discussionsibore canbe extendedo theseresultsaswell.
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The gures showvn above arebasedon theresultsof oneMS. Figuresl1-12presenthe exper
imentalresultswith differentnumberof mobile stations.Figure11 depictsthe QGSresponsdime
whenthenumberof mobilestationdncreasesTheQGSresponséime wasmeasuredrom thetime
the MS sentout SLSLIST.REQUESTuntil thetime the MS recevedthe SLSNEGO RESPONSE
asshavnin Figure4. TheQGSresponsgime would bedeterminedy the QGSprocessingower
andthelink capacityof the wired andwirelessnetworks. In the experimentsthe wired network
wasconstructedy using 100 M bpsEthernet. The wirelessnetwork wasbasedon 802.11bwith
11 M bps TheQGSwasa PCwith PentiumlV 2:8 GHz CPUand256M B RAM. As the num-
ber of mobile stationsincreasesthe wirelesslink accesslelay could be signi cant becauseof
mary competingMSs. In addition,the QGSwould needto processnary requestsimultaneously
Therefore the QGSresponsdime increasesvhenthe numberof mobile stationsincreasesFig-
ure 11 shownsthatin ourtestbedhe QGScould supportaround10 mobile stations.After that, the
QGSresponsgime increasesigni cantly.

Figure 12 shavs the handof delay which includesthe QGSresponsdime plus the Mobile

IP handof delay In the experiment,we assumehateachMS roamsinto a domainwhich does
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Figurell: QGSresponséime vs. numberof mobile stations

not have the MS's QoSpro le. Thereforethe MS needso negotiatewith the new domainafter
handingoff. Thus,in additionto Mobile IP handof delay the QGSresponséimeis alsoincluded.
Similarto Figurell, Figure12 shavsthatthehandof delayincreasesvhenthe numberof mobile
stationsincreases.Figure 12 shaws thatin our testbedthe QGS could supportaround9 mobile
stations.

Figure13 shaws the experimentakesultsof usingvic, a real-timevideo-conferencingpplica-
tion. Thedataratesreportedn thegraphareobtainedoy collectingthetcpdumpoutputonthe RTP
pacletsof thevic. Usingthetime stampsavailablein the dump,the datarateat variousinstants
werecalculated.

Initially, bothMS andCH arein the samesubnet.The MS negotiateswith the QGSby using
DSNPfor avideorateof 200 Kbps. Oncethe requesis admitted,the MS roamsaway from the
CH. The MS changessubnettwice thereforetherearetwo IP handofs which are performedby
Mobile IP. The MS thennegotiateswith the QGSby DSNP againfor a video rate of 100 Kbps.
After it is acceptedthe MS roamsbackto the samesubnebf the CH. Therearetwo IP handofs on

theway backtoo. Figure13indicateshattherearetwo majordifferentvideorates:200Kbpsand
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Figurel2: Handof delayvs. numberof mobile stations

100Kbps. It alsoindicatesthatthe similar ratecanbe maintainedafterhandofs. During handof,
however, the videoratedropsandthenreachesa peakpoint. Thisis becausgacletsarestopped
whenMobile IP performsthe IP handof. ExcesgacletspasshroughQLN immediatelyafterthe

IP handof is done.

7 Conclusionand Futur e Work

Dynamicservicenegotiationallows usersto adapttheir needsdynamically It alsoallows service
providersto betterutilize the network. In this paperwe have presentedh new protocol, DSNR

for dynamicservicenegotiation. The strengthof DSNPis thatit is independenof the underlying
link layers,andhencecanbe very usefulfor a mobile usermoving in a heterogeneouwireless
ervironment. Also, the proposedprotocol haslessoverheadin termsof the stateinformation
storedat the routers,and the amountof signalingrequired. Throughexperimentalresultson a
wirelesstestbedwe validatedthe usefulnes®f DSNP Our experimentakesultsshav that DSNP
indeedachievesits designobjectie of providing scalableservicenegotiationin mobile networks.

An importantaspecbf serviceneggotiationis pricing. Pricingof network servicess quitecom-
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Figure13: DSNPexperimentwith realapplication

plicatedandis a researchareaby itself. It is not clearat this point ashow to quantify the price,
sincethe basicunit (curreng) may vary geographically The currentversionof DSNP doesnot
includepricing,andmorework is neededo extendthe protocolto coverthisimportantaspect An-
otherrelevantissuein servicenegotiation,especiallyin wirelesservironments|s security There
shouldbeanauthenticatioomechanisnior bothDSNPclientandsenerto ensurehatindeedthey
aretalking to the correctentities. The protocolin its presenform, doesnot performary kind of

authenticationAdditional efforts areneededo enhancdd SNPby incorporatingsecurity
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